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SERAAS (BT8R , B RA ) ERIERITAF. IEBKRBAERR |, HRAR
o2 NETCA BB FIAIEZEH |, 91T PR 22 SR FEMIAERS.

NETCA AIER R RBIFTE pk REB AT BEF 01T NETCA E-GOV
CPS , F&BHEMNAYEIE.
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1.3.1 BFAIERSHGE

NETCA Z2iRiE (P ARHEEBRFERE) Kk (BFHRSEAAERS
BEENNE) MERRZIZHEFAIERSTI ( &R CA ), BN LLZEBFRS
P EEREMFIATEHRAEHIE=A11M. NETCA ABFESNEZSEA
BRIFMAES OIS |, HNHFIUERHITERH. FTEE—RIEHE.
NETCA IZ3NIERIREEEZER S, R2EE/NASETE , THEXEEE.
NETCA Fi&RSH0. IRESFIORWEZES (RA), BT SEER L
IR

1.3.1.1 NETCA BYIR

ROOTCA 2 NETCA B FAIERSREFIMANERIRAIEFR. NETCA i
ZITPMARN DN AR, Y WAEBFIREFIETHH ROOTCA J9 NETCA &Y CA
Fr&R. EZRIDNZ :

CN = ROOTCA

O = OSCCA

C=CN

NETCA INAEZARAI CARIDN 2 :

CN = NETCA

OU = netca

O = NETCA Certificate Authority

L = Guangzhou

S = Guangdong

C=CN

1.3.2 NS

NETCA BUEMTIAD ( @R RA ), XFRAWSZER , & NETCA R375#%
NIRRT AR SZIENME. RS TEEE  mRER RIS
W EFHEEHAER RS, HhZBEmit Pl S 28T PRRES T
S, BT PS4. HEEBRE. IEBEE. KOS, ESTIETIRE
. EBEE. BRARSEUNEMTEEERBNTFOWSE  EhERRaEls
RHIEESEAITE. HEMFIER~RISEBHE NETCA NZREFIED
AR B E R EEN R,

RA 1ZH8 NETCA #7E2RY CPS RiBX I ESZIEmEEEFiaE S PRE
W55, ERBHFIEBISRNEEEF . NIRER NETCA BIHIE | FUTRIEI
RMENEZEINE | BITPRHEFE—TRENRS.
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1.3.3 iJH

T PEFRAEREFEE. 1T P 2IEREE ARSI ARG ROERAY
SCR, EFEM NETCA SMEFEBAUHAINATESIRRIAER, ITRFEUT
e

o TIESZHNEPIEEENRAIIERESSE ;

o EERZIZIEPFHETA CPS FEXIMY ;

o HESEZANEPRABEAIRAIFASR.

1.3.4 {55
T3 BIETH LAET NETCA T PRUER RERFER—T , SiTF
RENSERBITABAR. KETGAILE. BRILUAR—MIF.

1.3.5 Hftipk5
NETCA INEAREREFEIER FATAEBRRIERE AR,

1.4 iFBRMA

ENMEPREFZENSMHTER. AIBIEBRIEEMANSRIAR |, 135
A= :

o NMAIEP

® HIKES

® ZFIUEH

NETCA EF R SRR 88 B SRANIEREF 8R4 2.

1.4.1 iEBiTP R

HEPEE iTRMEE 24651

BRESHIINIIEARIZ

RLMRERMARS 5

MIER | SEFESISHIIHSAR , | MERRR , SINWRBERITA

WASIED | ornmumg | eEmimsy | SiEemel

SRS 5B FRSEISE | REZE. ERESINBAAFRERRIL

EFESREPIRSHRHE
RFIEE | iRE  AURRIRESHR

—-— IPSec VPN & &FiEH

ARSSRREADIUED. SSL ARSSEIIED.
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1.4.2 ZIFRSEHRNA
FIDFIER AT ERERI S EN AR ERAE.
BB RIBERIEATIEB A,

1.5 RERETE

1.5.1 EIRALN
NETCA E-GOV CPS B NETCA NIERISEIBEERSREHRE. T, 4R
FNEH , AAE NETCA =238,

1.5.2 BXFZEEBR
BRZEMBAE MmN AEA 938 S, HiRYw : 510620
RJid : www.cnca.net
FEig : 800-830-1330
€K : 020-38813611
FEBFHBfE : service@cnca.net

1.5.3 CPS #ib/EREE

NETCA E-GOV CPS #2553 , 328 NETCA ;XMo@ |, INFRIRE
HERSWIFRAARN , 7£ NETCA Ruh ( www.cnca.net? ) &%afg , i% CPS
IFRAERL.

£ NETCA IFBBERAMREALSMB Tz AT , NETCA IAESRISETE
ERLSBXHRENTHENGHTAR | MHZTERE. T8 NETCA A ERR
BREEAENENG FARNFFHE NETCA [ih(www.cnca.net) A EE G
A9 NETCA E-GOV CPS IET(3M#Y , iz HEIFNAERL.

1.5.4 CPSB9%&%H

NETCA #3%$ NETCA E-GOV CPS #17/#8RINRAI=HI , 1 NETCA TAIESR
IREEEZERSIEEE ARBIRNIEFIR A,

Frfa CPS XA SIIEEIRSNERISSIRZ RS0 |, F58E7E NETCA
miuh_ENFE ( www.cnca.net ),

RIE (PEARKNERFERER) K (BFESHEAAERSEEDE).
(BBFHSBEAAERSISHNFSE) 898E . NETCA & % CPS FERE
RENEERFEE

1.6 EXHES
1. CA ( Certificate Authority )

2 I I 14 7 — 3 1 38 4% www.netca.net 5 www.cnca.net & 285, [RIEERT A .
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FEFIANERSTIFIRIERR. CA RMNEZSMNENEIENE , N ER2H
FRZHPEENEIEMAIEERIA SR =011, CA SBEFESHSESS
BERFRESDIEFLES , ANRFIEBHTEN. THE—RIIEE.

2. RA (Registration Authority )

EMAERYRETR. RA 2 CANEARRI—1II8EEM | ASRXEEIERH
IBHITRISEZ  FRERBRBLZHEEKBEFLES | LREREFRLE
HIE,

3. KMC(Key Management Center)
FIREERONEIR. BTFETFINEERRERY  FHREINEERXITE
EIRSHIEETIA,

4. NETCA
[REREFESIALERATHIER.

5. CNCA
ITRERFBEFSNEBRATENS —MERRR.

6. KOEE
ITREBFESNEERATNBEFNIERS RAEETR. SRS FRETR]
AR FRERFBSNERRAE.

7. CPS ( Certification Practice Statement)

B FIAURSSRINRYEFR, CPS IFHHARE AR MIEFIERBRIARK. iE
H. B, SEIENE , BINHARBZTEZEE CA R TSEfr LI IE T
EBETHNEMHLENEGS | BEFIEREE. HFIEPRS. $=EBRA.
HFUEBDE., HAUEBFAEFUEPREFERES.

8. CRL ( Certificate Revocation List)

HFUEB Y IRAVETR. CRL FICRIMBERER HHREAZ B £
HEFIERNFSS | HEFUEBEREEAES IR EIRER | B
CA FEHAMR A, CRLIBENFFRAHFIUEPERER, HFIERRIEFIFRE. A
FBEECSRERE. RTHE. TRTHEIIFRNTES KB, BEHEREL
FIUEBFS | FiRiAH EER R S,

9. OCSP (Online Certificate Status Protocol)
HEEIMFIEPINSEIIYAERR , BT SIS EREsFIE IR,
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10. HFIEH

BENEZERAILEE. ERHIEBAIWERNEEATERREERER.
RNHER. EREBER. BN LT RESREE Y. ©RARIREM
IEBAN B ENS SR ERXY | SETESREABEETRISDIIE
. EMN TR FBSEEIN KBNS FEERHFEFRERBEECHS
0, FHEREAEBRHITERZZEHE.

11. FER

RAZERANHIEH TIZE 52 ESIE LRIE R R  SREXIHE
A ERVETSEEIR | RLBASIRRIER H M | BOLERA ( flanizIE ) #1T
ERERIE,

12. DTS ( Digital Time Stamp)

I ERPRSSRIEMR. AT FREHAGRUSTRRIER  LUERRE M
EREEMTAEE AEHSLFE. HERRABIEERNERE UTC, B
GPS ( 2B EEMNRE ) PEXRLEWNREL B ER FHRIFBIHIEIES.

13. LDAP ( Lightweight Directory Access Protocol )
BREBRBEFRNAMNAYETR, LDAP BFER. TEEFIEBLUARIFITES
iEH5IR (CRL),

14. OID ( Object Identifiers )

SAMRFFRIEFR. OID HEREER D EFAT  FA— T RIRK
. OID R—HBFRoFRTHHIEL (Ha0"1.2.3.4" ), OID RERENXKE
ITU-T #E7= X.208 (ASN.1) , &Mk ( FAMA ) TLAMERMREC AR ERIBER—
MENSARRFF  FEAERESERT R FTREBENSIRRRT  Fia0 : NETCA
MEFRMREN AR ERIFEBEIRY OID /5 1.3.6.1.4.1.18760 , NETCA BJLAMIXIR
TREM EETY E OID 9%,

15. PKI(Public Key Infrastructure)
NHESAEMIZERIEFR. PKI AFE T IE B ATFZRE AR ARSI
FHEERIEXRRR. AR, AR, BIERRERFIES.

16. FAfA(Private Key)
B—HMAREAT. RIFEENERENNTER AT E8FEE. %5
IR STENEI AT E—E IS E S,

17. 2$B(Public Key)
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AILARTHRIEF SR | BT IRIMENAIFATHEZRIIRS , B LARSRINE R
. X%, EENATRATRREE.

18. RSA &%
RSAEM/ Rivest, ShamirX Adelman Fr&BERI—FRAFFE4EINZEL |
LEICRIRNAEIR A EA | ERIR RIS T RERIRED RN,

19. URL(Uniform Resource Locator)
S—RREABRYEFR. URL 21E Internet Y www IRSZFEF ERTHEERE
B ENFRTGIE.

20. BFER
— IR AREIRTE | TERERXS | FAIFASHH TIRIFIIEISIRE. B
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21. X.509
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88 ) ARSI B ELAR IR AYIEUEZEM, X.509 v3 NAA—FEY FEi=
R BHE IR,

22. £51
PR PIABIE B HEE R REIITIE.

23. B8ilE
P EHBF N ERIEE ZIERIREA A THERYES].
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2.1 (FBE

NETCA EREE—IIHIMFANEEE , CrEBRETF. BEIEPRSIER
BXAEE. NETCA ERERNBEFEEARRTIUTRSE  iEH. CRL, IEHIRK
SEE , NETCA E-GOV CPS &#iHOhRA , LANREEHR NETCA REHIAHE
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RUEAD , MREREE LIARE.
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SCRERPIRTS.
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FEE,
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LABHRE REHEHT P A ERSES NETCA RBRIZHIFHSEER,
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BT EREEEEN S DNHENERY | Bt E =S EEEREHRS | 58
iEGIA%E NETCA IAAIESIIER AU RBETEN S EFSTEERN |, &iE
SCiR, [ERY NETCA B IARZAUHIEIE R SRR RN S DRI THIA |
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1. HiER. N"AESEEEBHRBENAREIWE , HFFETMES M YRE
i NETCA i85z , HEHEBRBERVWRHRFEIWEEE.
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FAaX
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1] ) BYIERE ( E3EERBXR )
NETCA FHEIAARIBANSHESBIEEHNIHA WTFHERZ (T,
EREERTNIER[FNE Y , NETCA BB RiEEPF LIRS,
NETCA X RA fIIIBZEARTANNEBVENBERT , XNE=HER
HIEHRSZEEITPEN | FEAGRAISZEREETIEIINSE.

3.2.4 AFRIEATAIER
RERTERTFIEY , ITFTAZIDT A BOEMRNESR , NETCA —RATFIRIE,

3.2.5 HIZAESRERSBIHA
1. RA
® RA FIERIRAISIASEANE HEMNEZIKIEAX 3.2.2 /Y
KT , FrH NETCA #TSCibfIE RS MIAE S,
® RARIEI&H NETCA iRBARSEE A REERE , IEXKE
HERESRE  HioFE{E NETCA RUERHIE.
2. WEZEBAR
o NETCA RIS ARKE NETCA K FirfE RA HIAZAJER R,
o IBZBARNSHIRT VAFENTANEBRIEENRMEI , B8
TGE NETCA HIRBERIE,

3.2.6 CAHEINERIZER

NETCA @I rJsEfFERIEZIR CA BiEBITRZ VAL, IEBZPOE
SEMIAEFROEIIEEIMENXR. W NETCA5HE CABITTHERIANIE
£ NETCA FIRQus 21,

NETCA B THREINERNERRXEHENAIME | ARBRENRTIA

AR TR S5 AR PR %20 0L



@ WIHEE
FOEBEE F RS EE T LS4 V1.1 NET CA

RYEKNSRERSFATS0 | AR REEEESRTNE.

3.3 i (#=5R ) EFNERPRIEHDEH!
HAEPITFERBEERNFIES (550 ) v, FELSSMHIZ , ZREE5T
PR EFTHITSIE.
NETCA AJLARABLA T AN Z — K EFEB RIS DHTES!
1. ARIEBRREGFENHNFEZEFRHRIE  WShERED , TH
BRI THE RSO EZ
2. EREMAEAY 3.2 BIpHHIRKIESE.

3.4 EBHEERPIISRE]

AP PG HESFIEERN |, FEZTSDEZ , 8057 EERT
Tz,
NETCA AJLARABLA TR A NZ — K EHIEB RIS 0H TE5]

1. ARIEBRREGFENHFEZRTHERE  WShEZED , TH
BRI THE RSO EZ
2. EREBAEAY 3.2 BIPHWIRKIESE.

FAR EPEasAHIEEE

4.1 iFHERiS

NETCA j&id RA SIEL/RANERERE. IEHEBRISTIRT LARERNAL
N EEEMEENILA BERATWENE AR RS SLAE B EBRT LA
INZELAERIUERBERA, IEPRBEARRIEEWNEST , SNEREIEBHE
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ERMBESAIEPERSE |, SFESEHITESR.

NETCA HmiE BERIERES -
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HAEBERBERE |, ITEREEKIEFRIER ; ZiBiY NETCA BIELR
SBRRIRERRIBES.

2. ZRIBAN 3.2 BDERIERIERNT M LAKBANIER RIERIEREX
BDIERRERL , B NETCA 5 E RA #HT . BMHOEIZFNRE.

4.2 EHERiELE

4.2.1 B{pHZ
NETCA 8E RA B5EIEAS 3.2 MIENEREEEHITEMERZ , LILS)
HBMH BT,
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NETCA g H RA M E@BISDEZANER RIS , FHARKEIBREREK
IR, NIEFHEHZUEBERE |, HE NETCA 2RRIEPERIEK,

R EER I EBISMUERRMHEL |, 3# NETCA 5iH RA INEHRMERIE
BRY , SRAELSERRASIHEXERN |, SiRHE NETCA EfEEERE N
B9 , NETCA 5¢H RA BIUELEHRE,

4.2.3 WIBFHERISRIATE

—RRIER T . NETCA LENEBERBRIRTEAEL 48 T, BdRXNUTAE
RILLIRRS PR,

NETCA FIFREEIRMEB B MM RIRIRIBREIS T4 5, XA
SEAIEF BRI HYALIRAT A,

4.3 IEPELR

NETCA $SiRIBESZ AR ISR E SN BB S &IER.
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NETCA FERANIEREHBRZEKIEKRN RA WBHE , EXXHHBELRS L
. EEERIIRES , NETCA KATT LN RFICRN BB SRS TFHREZ ,
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® 7£ RA B mmENIEEH ;

o FEEA ;

o EITHiAFEE EISHIEAL,

4.4 iEBIES

4.4.1 {EBHRT
IERERE , NETCA KIEHARME] NETCA IERE,

4.4.2 IEZEBRIBR
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3. UMM ETEIZEFIES ;

AR TR S5 AR PR #2210



@ WIHEE
FOEBEE F RS EE T LS4 V1.1 NET CA

4. SITRPAERNEESI.
4.5 ZIAYIFIEBAYER

4.5.1 {TPFASRFIERAY(ER

TP REES TR B EHRE R BX NAIFAE, ITPEESBIEBR
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2. MEZIBESHEIN ;
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3. NETCA RISREREREEXRIEFHENE IBEERE.

4.6.2 IEPEFMERAILIE
SMEEREFIEKALAGLA TR
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SRS MIERME , B NETCA s RA HHTIEPEH., HEMHE
FIARAIGIBIFRESEAN 4.2 IEKRERE.
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4.7 iEPZSAEH
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4.7.1 EBEREHAIER
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2. MEBEEREZRRLES ;
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4.9.1 EBiEHEAYIER
1. BSHMERSERITFRIEMERAELETK ;
BSWIRRERBIT PEREIEREZEHI ;
BT PRREIEEAEE ;
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11. (HTSIREIERIRSERAIMMYEIER ;
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FrEIEBiERRRiEERNETCARHERATIEA RIZXTERBA (SkEE ) 19
By, HEARBARIEREZEREBENTECHER. ©E , SEBARA
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A BB TEPAOEECIRE,

WTPERBEDIEEPIERG |, RE/2/R | EFAX 3.2 NS HEZEK
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5.1.4 KEHia
NETCANIERBHFEERNENKTEEE, TERBEBRRKIENER
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5.3.2 BRREER
BEURBREEERBENAREREENETCAFERIEE. NETCAREIF
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MIT{EEESD,

5.3.3 iEilIER

NETCAAR TRV ERIEE , FBEIRTHEE BRI TEFAERNA
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NETCARSICRISHERERRTIATRE
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5.4.2 HERLIEFEEE
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5.4.6 EHitBEERIRE

NETCA N&EHITHEA FLREMBENRER AR, BiIRENTERS
FHE , B CA RR (BiESFER ) NERSE., [IHEFE4EHER ;
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5.4.7 WESHSEHLHAIES
NETCARKIEIAER. EMAIRERNK , JaEx—EE=TH |, MEFm
BWES  BAEXNEESRR] , FENETCARBH—LBFRERERIRF,
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T AR HERTEHESIT , AN [ ELXeEHISEHa 8RS |
BEANEIHRE. NETCAZRELER/NESEAXEIHREHTITE , BES
BT eREkE. B, NETCABEHIT IREELZERIXBE IR,

5.5 icR)3
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R | JTRRESR  WERIEEREX |, ERRERNS BIHEIIERE.
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5.5.6 RiERERSR
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5.5.7 #4ZFEISE
NETCAZEENSEERRN , SNEFHISEEREEMSFIRAIS |
SFHETHFZERAIEE |, WFBRIEES.
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NETCA (FEEZRE, ERIRNZHEZER/ERRINEXIE.
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RIEHEHITEAEE
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o EREXTENMNEAGE. BPRKESHLINE.
5.7 IREFNRMERS
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5.7.2 {tEFEE. WRHESEEREFLE

HHIMH BRI EEIRRBIA , NETCARSZE MR IEREF.
THMEEHRIRE , BHIEEET X, FFRABERE , (FIRELE. YEISTEEEE
CAFATRIREAMEE K MENR S RE T

5.7.3 CA FABIRERILIE
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FIEREREI TS . SIETantLl. MRFEFHCAIEE , SXBUATE
i

o KRMIEBEHINSERERE ;

o ENETCAMLERHEEE SRR T I EHCAIEBRIAIEER ;

o EIEAFAICAIER,
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FIRATLAFE24/NE IR E.

NETCABSFRDHIT RSN SIFEU(FRNES: , FHANESER
MERHITICR | MERNEXEEARIYZS5ES.

5.8 CAZ{ RA N3

5.8.1 CA s3Ik

EEZMMER , NETCATTIEESRRIEBEAAEWEERT , NETCAKIZRE
FAERIAEENNER B T S IRE.

NETCAKBSE HSHESFIZAVAENE , HESEHZIEWSE+T
{ERRIERSEIZAVAENM |, S SFRIEEXEMBENEG XSS  MEHE
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EEETIE.
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RAZE,
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6.2.1 ZFRiERITESEF
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6.2.8 FAARYALE
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RIERRE O,
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6.2.9 FASRRYELE
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6.3.1 2§A3t
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6.4.1 BiEEIERIFE
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RN ERBFAER
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NF MEASE | EREEBETIEEREE SRRt .
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BFE.
NETCATE(EAIIHR AT ISR REHENRER T , MEIEEIREHITE
B, FHHERFERCR | ARIHREEEIEITE,

PN BT EEBEFERAIPINGAIHERER 2T P ERHEEPING,

6.5 ITEI R
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RUP , RERAEEREHE IIBENARTHEEEXETEN ( SRt %,
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NETCARYH BN RS L 2SR EN LT ENEERFLTESFRIPERN D
N (e A\ REFIEEZRREGB17859-1999 ) MU AL | 5038 FFPLR.
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AT,

NETCAESKHE RSB MIRYE AT A B FFSISO9001:2008REEX , #
ETERIENMEZHI R REZ R,
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£ERER.

6.6.2 RETeHHEH
NETCASPAIER G A REIRRMERN TR TES] , ARER
R TELBARZ BEIA | INERFNFRFRZEEE/NAIHE,
NETCATESERERN T BT R RIS TIRNE , R fENIEAIMRAZIT,

6.6.3 T2EIRIEH

NETCAINIERFNE B R B AERERICRER | FHIEEXNETERE
FFRISENH  SIEREANERFL AR, FEMELEKEE. FIEAER
SEGBENE. FIEIANERANEITHE | KRENERFAEENZSE |, Bk
FIFHHERL.

6.7 MERE T
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SHIANIERIA,
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ERKSOSER/NENKENSERERK , RAEEREHELINXLENOS.

6.8 H=FHaE
NETCAZECARZHEERTBIIRS S | 1ZATEIRSS 28X AR EPR M ERTE]
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NETCARLRHE=FATE)EL ( DTS ) IRSS , fFSRFC 3161 , i5E 7L,

575 EH. CRLF1OCSP

7.1 iEB

NETCAUABIBERZS (GB/T 20518-2006 EELZEA L\ BEMIZHE
HAEPIEIMNEEK FHTE2FRAITU-T X.509F0RFC 5280FEHFRMNERSE |
XIEFEREDTNET B, HSSFEENY EIL.

7.1.1 [RFS
IEBIRAS/X.509 V3,

7.1.2 B B
NETCAUERSIFRITNEY RS
® ZiHAIE (Key Usage)
IFBESRE ( Certificate Policies )
FAREHRZFR ( Subject Alternative Names )
EHARR# ( Basic Constraints )
¥ EZHAIE ( Extended Key Usage )
IFPiEE5%ES A& ( CRL Distribution Points )
PAMMZSERATR ( Authority Key Identifier )
® F{REZSEFRIATE ( Subject Key Identifier )
NETCAt3Z#FGB/T 20518tRMER B FBSHFIEBIEAREFISENIR
B R AERAFEENFAEY B | tIiEiERPS M ANEXRE. FABYT R
—h B T AER I,

7.1.3 §ix OID
NETCA & F sha-1WithRSAEncryption i & KiIE$H , Eix0ID A :
1.2.840.113549.1.1.5,

7.1.4 FHERX
IEBEARRFRFULAERI BT VEREAR 3.1 X, HDNZFER.
B4, NETCAIUARBER S EARERBTRT R | EEREREBRT B+
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53,
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IERRIERIE R ATEFIEH N FRERMECAERRFIERR
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