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1.1 LR

(POEERE ARSI (LATEFR "NETCA CPS") 2 RE8HETE
SINEBRASIZBR T EENER (B NERSERINEYIEK, (KIE (R
FNESHUALE X17)) $liE. DABE FaBFaSALEERAT (LA
TEFR "NETCA" ') FBEFANEVSHER, REANHARIESE, $HiPET
INIERII B, Bt e X, BBFE NETCA EE#Z. &k, &,
FEEESIE PSR ESEREE U RBXA S REERI S TURIER
7B

NETCA iZiR (PREARHMEBRFERL). (PEARTNEZEGE) &
(B AANERSEENE) FEEEMNER, MARRHEFNIERS. NETCA
INERZABIRREIEE NETCA (GEBANME, BN CA). iFME (WES%
Hr, BIRA). HFUERITF. IEBKIAS SRR, BrARTER NETCA B
FINIEZENE, T FPREMN 22 ERRFSMIAIERS.

NETCA INIEAR WAIFTE R EBTHZ B fEFNH1T NETCA CPS, FHik
HEHERMAEE.

BEE X PR AR, NETCA INIEARRREIIFIZE 7 8MB CA,
FHIFZME CA BT AREZRBE D, LUERGTFIIARNKESE XK. FEA,
NETCA tBEEZRIRE CA FEE 7 — 124 CA. ITFHLUGESEBCHIE CA
FEs R RIEIER,

2477 NETCA CPS My ATEMAIEHKEE OID A 1.3.6.1.4.1.18760.1.10.
1.3.6.1.4.1.18760.20.10.3. 1.3.6.1.4.1.18760.20.10.2 BB BATHE (A
RHEFAIERFERL) EX—ARMRISIERRMNE , 1ZBEP AT EES
Z. FERT, NETCA CPS 1EMIAIEHEEER OID /9 2.16.156.339.1.1.1.2.1 (BAA
%)/ 2.16.156.339.1.1.2.2.1 GEARGES (LATEFR "BEBEINER") BTN
B (BEBBEFESZTIEEINTHER).

1.2 XHEARSIRR

1.2.1 2R

AHEBTRZE (RIEEE AU SN ), &FR79 NETCA CPS, 2
NETCA fERAEBISAE AT REXAN SR ERUIAEE. ZRIRMRATIFRA (7
REHEFRSANEERATIAIEWSER), AEE—1H.

1 NETCA TERRHLIIT 9 “T" RE T RS INIEARAF” K, ERR ARSI SRR “ Ak
W7 5 “NETCA” EAMFRIME L.

2 CHMRNT EREMART “1.4 WEPBNAT PR DS AIER.

3R N AEBRBIFART ‘1.4 WEBNA 7 B CHUREER”.
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1.2.2 IRA
7S NETCA CPS 2 NETCA RSB +MRA, ZRIRASA V7.0,

1.2.3 #RiR
NETCA CPS g9 #xiR (OID) B : 13.6.1.4.1.18760.12 ; H
1.3.6.1.4.1.18760 A REHEFEFIANERRAER OID,

1.3 JANIERRIFE SR

1.3.1 BBFIAIERRSSHE

NETCA Z2iRIE (PR ARHIIEBRTFERZE) & (BFHANERSEE L)
MERRZIZIHEFAERSTE (fEFfR CA), BN LZE2BFRZHPEBN
BRI A TEMERIEEMNE =1, NETCA HEFEZHNZS5HEEIFRA
HBMFIER, FXmEPiiTEH. BESE RIS, NETCAIRL
NE (22) RREERRS, #THEXISEREES]. NETCA FZRSH0.
RFDFORISBZIESR (RA), AARREENIBEFAIERS (ZIE. 85X
FIMARFTIERE) RIRSEAE.

1.3.1.1 NETCA R9iR

NETCA ZVRIBBREELATEA:

FS | R CA B 1588

1 NETCA  Root | NETCA Root ClassA & NETCA B FINIEIREZ R %

ClassA B9 RSA &, XEBFR, FRrEI8 7 CN=NETCA Root
ClassA, O=NETCA Certificate Authority, C=CN,
8 K E B RSA 2048 fii , ff H
SHATWIithRSAENncryption EZ2E;28KIEH, H

BRO”R CACIIH, ~BEHA.

2 CCS NETCA | CCS NETCA Root L3 2 NETCA B FIAIERB RS

Root L3 A9 RSA EiXRAYEAFR, FRBIE I CN= CCS NETCA
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FS | R CA B

1588

Root L3, 0=NETCA Certificate Authority, C=CN,
Z$E K E A RSA 40% {1 , £ H

SHA256WithRSAENncryption £ZEESKIEE,

3 CCS NETCA

Root L2

CCS NETCA Root L2 2 NETCA BB FHAERS RS
B9 RSA EiARHIEFR, ERAIE CN= CCS NETCA
Root L2, O=NETCA Certificate Authority, C=CN,
% $8 K B A RSA 40% fi , & F

SHA256WithRSAENncryption £ZEESKIE,

4 CCS NETCA

Root L1

CCS NETCA Root L1 2 NETCA BB FAERS RS
f9 RSA BLAMRRIEFR, FRBIEA CN= CCS NETCA
Root L1,0=NETCA Certificate Authority, C=CN,
% {8 K E A RSA 40% f1 , fF F

SHA256WithRSAENncryption & E;X& &I,

1.3.1.2 ERIBETAIRZIEE CA

FS | {RCARR

1588
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5 NETCA (Z#4%= | NETCA IIIANESRR CA INEARZI % CA BFR,
= CA) &R 51 45 59 CN=NETCA, O= NETCA Certificate
Authority, C=CN, Z$AE SM2 256 i, {£H

SM3WithSM2Encryption 8ZEXEKIFH,

1.3.1.3 & CA HIRX7FISXI%

WRIESFZATURIARE, NETCA IS RSA &HiERY CA 579 3 #k51: L3, L2
A L1, IROXBIR0T
b S = 3

FERNELSHER, SEENALNE=FHEESRZ. RIREE
FFE.

KT ERTITHMERIBE =SB0 &% (AR ZT), THEEKET
ESLRISD. ELANERRIBUERM LN EFaREEEE,

L1 | RiEdeE—REH TIPSO EZ.

L3

L2

2 CA BIXIN D RANT
FS R CA &R b2 S " BB

BHREER) CA, HEXI "R CAE

1 NETCA Root ClassA L3

2 CCS NETCARoot L3 | L3 -

3 CCS NETCARoot L2 | L2 |-

4 CCS NETCA Root L1 L1 -

5 NETCA (=== CA) | - ROOTCA THIZ% CA

1.3.2 iEAaN4E
NETCA AU ((EFR RA), XFRAWSZER, & NETCA RI75#R
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NEFBRMAIEAER ISR, HIVSeEERE: mREr 2Rt
W SESAHEHFIERmil 55, EpZEEEIER IS 2E T FROIESIEM
BIS. Bz FED. RS, IERHEE RIOES. EZAGEIEEE
#1.OUERARE, IEBHND. IEREE. ZRIREREGEEERERIT AR
5. HEHFIEPT RIS EISHEE NETCA I BRI BEHE
.

RA 18 NETCA $IER CPS RAEXR I S Z IR EBMNIEEFIERAE
A, FEIEEEAERISRIEEENTD, MR NETCA (IRE, FUTFAEE
FMENREINE, BT FREHE—IRENIRS.

NETCA %5 RA RHERRRIRTRA "NETCA APl SRR,

1.3.3 iJA
PO AEEEEE, BREEFADRSTEERNEBUEPRISTIR,
EHEM NETCA MEHERIUHTNARE ZRIIAVALR, ITRHFSUATER:
o THESZANERHISEREIRAIMIERESE
o CIESZIPFETA CPS FIHEFRIMY;
o HESEIANEBAAHRTXIRAIFALE.

1.3.4 {&#fi5
WS BIEIT/ EAET NETCA iTFPRUEBREHFERBN—T5, 51TF
RENSERBITABARR, KGR, BAILUARR—MIF.

1.3.5 {KieHZHG
NETCA fERIFEIERERiERT, EBNFEZBEE=7 EimiEFEN,
SR = T3 LMK ER LTS . BRI RN R AERIER BT BRI JE A ARBRSSH A .

1.3.6 Hfttpk=
NETCA IAIHARERFE B FRrABRRIER R R,

1.4 iEBRA
1.4.1 ERREHRA
HEF2EB TP EREE
HEBRAERFESLETE
MIEB | H2BRAA &, KREBD, TEHFEAR
FIEIEFRSS

I HREETHESNEARAF 010 L
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HEFEBY ITPTER EHEE

B, b, SENEN AT .
b, SWFETNEPPIATEE TS
SaEdES, ARESD, 171
SR NMEEINE SRS

ML BT, Bl SAETINERR
BHERFSESAETENRE
RELHERRESHHITZELH

BT, tedl. SETE
HASIES | BUF. b, SIS
PA

AL B, ik, S|k
RFEE | FHEAENRERE

CHR ®
- HEAIINEE SRS
ey | BRI RO
Eii;i KGRI R R P | RRDE R
;__:Fé

1.4.2 Z1ERYEBRIF
ZIDIEB AT ERER S RN E R EM AR,
2 EBERIBREAE TIEB A A,

1.5 REEETE

1.5.1 EEAR
NETCA CPS HH NETCAIAIE (Z2) RIKEBEZRSHRSEE. Tt %
PFOERT, IRIE NETCA =&iRE.

1.5.2 BXZEEE
BREME: TMNTIEERXIEIMNE 38 SIRARREKE 5 1%
MR%w: 510308
pJud: www.cnca.net
FEiE: (+8620)-38861746
EBFHR/E: cps.netca.gd@chinaccs.cn

1.5.3 CPS TS

NETCA CPS 255, 3XH NETCA ZEmMAEZEE, NIE (&%) K
HEEROBEIEHERIN, 7£ NETCA Mk (www.cnca.net?) B#6/5, i% CPS
IECAR.

£ NETCA UEBBXRBERFIHREASEHBEITs0z/], NETCAIANIE (&
2) KIREEZRSEIHRMITIENGH TR, METERE, HIREREK

4 RRAIEIE K] 55 — b 342 www.netca.net 55 www.cnca.net J2 4301, FIRERTH .
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HICIREEERE _ LAREEFF & NETCA CPS,

1.5.4 CPS &%

NETCA 33 NETCA CPS {7/ 1&R0MRATESI, B NETCAANIE (Z2£)
REEBERRIIEECEARSRAEH R AT,

Fi5 CPS X NSIIBAIFEIMEANLE (Z2) REERERSHE, S
7£ NETCA Mut www.cnca.net E43q.

RIE (PEARHENERFERZE) R (BHAERSEEDE) 89H0E,
NETCA =270 CPS BRI FEEEREZR.

1.6 EXHGES

1. CA (Certification Authority)

FEEFIAIERRSSTUARIERR, CA ENESMINENEIENME, 2N ER2H
FRZFEENEMAEMNENEHE=01T1. CA SEFESHNEESS
BERFNAHBDREEIES, FARHFIERHTER. MES—RIEHE,

2. RA (Registration Authority)

IERTAERTERR. RA 2 CAINEFRRBIXIIMRSTIN, RREIERH
IBHITRISEZ, HRERDRSEIXHBEE KBEAES, IR EFHIE
HIE,

3. KMC (Key Management Center)
ZREEPONETR. ATETFIEERERN, FHEAINEERIT
EIRSHIEETIA,

4. NETCA
I REBEFESAEERATRIER,

5. CNCA
I RERTFRFSNERRATNS—MIEIRR,

6. WHEE
ITREBFESINEERATRINEBFINIERS RhEEZFR, FEFESTAZFRATRD
X REBFBZNESRAE.

7. CPS (Certification Practice Statement)
BB IR SSRINIAYTEFR, CPS FERIAR FIAIEN S A N SIS
HHEE, BINERRZIEES CA REH{ TR L FFIE TR ™ SE TS

I HREETHESNEARAF 12 W
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ASERGE, REFIEPEE. HFIEBRS. #EBNA. HFIEBEsE.
AP I PR TS BERES.

8. CRL (Certificate Revocation List)

HFUEBEEESIZRMEFR. CRL FIERATEAERERN B BREIA Z B
HEFIEBNFTS , HEFUERIT P AR S ERIER A 3 IE B SRR,
B CA BEfE R, CRLIBENBIRAMFIEPEZR, HFIUEBRLTIRSE,
NEEREERFIERSRE. KITHE. TXEEFIFRINTUES A BEA. #iEE
HFIEPFS, FRAMEEIR RS sefFERvEER.

9. OCSP (Online Certificate Status Protocol)
FEEHFUEHINSEAYAER, BT EmE e BRI,

10. H=AIEH

B EEMRILEE. EERIEHAMWERINE S ATTERREEEER.
RNIFER. EREER. BN —LET RERNSFX . BEANRFSHM
IERARZRIE (ST BRI HER S, SEWSRER BEEFRSDIEEML.
EM EHTHRFBSEENN, KBV REERHFIIERERBECHSD,
FHEREFIE BRI TE R B E.

1. 8FZR

KEZEH AN SRR TIZE SRR IIERUE RS EUE, SRR
FrERNZsiR, FLARIASUE RERE M, BILERA (flaniziE) #1T
EWEINIE,

12. 1N
BT TR T A BN TR,

13. INZHEH
FEFIERBINEE A~ $ARYEIE .

14. Z2RIEH
FRTIERE R AN BRYEEES.

15. DTS ( Digital Time Stamp)
R ERRRYREIFR. AT AT P IRAAISROSHERTIENR, LAERRRE MEFERS
(B3R MT/IEE AL L.

16. LDAP (Lightweight Directory Access Protocol)
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REREZHEMNAIETR. LDAP BTER. TEIHFIEBLRIFIES
BRI (CRL).

17. OID (Object Identifiers)

WRIMRFFRIEFR. OID HAEMMNENAR DB, FEER—1TBER
XH. OID B2—HARSFRIHHFIEL (51a0"1.3.6.1.4.1.18760"), OID 1R
SRR ITU-T #E7% X.680 (ASN.1), &Ml (FOIPA) sTLAMNBERMREXELR
BRI MENSIRRF, HEIFERESERET R FTHEHEXNSIRRFR,

18. PKI (Public Key Infrastructure)
AFEBEMIRIERETR. PKI ASETFIEBNATZRAE ERARLIN
MISRRIBEXRIAR. BR. K. BIFFIEFNES.

19. 748 (Private Key)
B—MABEELT. HFEENERENNTEH, BTeE8EFss, &/
SR EBIT AN A SEINZ YR FICRE UL,

20. 2% (Public Key)
BILARTFHRIE 2R, AT IIEENAYFATEES ZRTIRIE, R LARBRINER
X, X, BERNEIFAERRE.

21. BERIHRIR
SCIVEZRSIZETIORERY. ERHIRSZAVERS. B, EFEEAS.

22. RSA 8%
RSA 2/ Rivest. Shamir & Adelman Fi&BBHI—FhANFFESANNZESL,
DEICHIRHIEIR AEM, BT MR T REIR S I ENENE.

23. URL (Uniform Resource Locator)
H—EEENMANEFR. URL 27F Internet B www [REBFEF _ERATFIEE
SEMNENFRRAZ.

24. BFER
—FRE NSRS RS, ATAREEYS, AR TRIPNZEIRE. B
FRA USB IZOEE, tELithstFR USB KEY,

25. X.509
X.509 2 ITU #lIERY X.500 25BN B RINENEP—. BARHIERE
NT—NEZR,
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26. %51
B AEIL B ERIBEE R ERIITIE.

27. ISk
SHER BRI RIEE ZERIREKMEH T ERED.

28. SM2 §i%
FEERZHEERAMRIME M AERE X 20 (GB/T 32918 (5
BRERA SM2 HEHEAHELEIE).

29. SM3 §i%
FEERTZHEERAMRIERZERE. 20 (GB/T 32905-2016 58
RERAN SM3 BRBIVEEE).

30. PKCS#10
IEBIEKEEZIE, B RSA RENTHE, BEN TIERERIFKAIEA,
B RFC 2986,

B 28 ERATSEEEE

2.1 (BB

NETCA EEER—IIHIMFNEEE, TrERFRE. NEIERRSIEP
BXRAYER. NETCA EEEARABERERERNRTIUTRE: iEH. CRL, EHK
SIER, NETCA CPS &3HOhRA, LIREEH NETCA REHAHHNER.
NETCAIEBEARERENTFE, AXREFEHE NETCA & AATIERFIEREES
% (CRL), EEFITAFUKEN SR NETCA IEBEARIIBEBIRSIREE
BEE, iTPFKE A eI Es NETCA MG (www.cnca.net) ZEFBEERT
HIER,

NETCA (SR EAS AN I & HANEBFUTEREBIEE s E
ROER], MEEREL DARS.

NETCA (SRS RATAFREIRIES. CPS AMEIT. IEBIEErRsEAsED
HEARNENDS, XEASHRTE CPS IEXEEEN—EH.

B& NETCA #5iE%), ZILBRERE (BREEH CA 5 RA 4HPa9%HR)
Fh{E{a# CPSF1 (8k) NETCA (EREEHAMIFMEERRISR.
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2.2 INIEHSENES

2.2.1 CPS i9%%

NETCA CPS —#£ NETCA £/ www.cnca.net LA BEIFEIBF X A,
BEX, BIATER, H—NEREHAEBIERE. FisERREx
SHRIFEIEEL T, NETCA CPS NAHREXEFEA 1.5.3 1 1.54
HE. BEEALTNAR NETCA WL www.cnca.net BE, SWEANMARE
1TiEA,

2.2.2 iFHH CRL &7

HAEPESRMINGE, NETCA BZEPEIAEHENSERE. NETCA EHS
% CRL AR EMHIRBEE. EENHIER. IEBERBATE
NETCA BY LDAP RS esakis e E R EM BRI EIFREIERF CRLEXER.
EIRT NETCA tRMHARER OCSP ARSS , IEPB K5 LN a SCRATHIFRELIE B R
FEVIRSER.

NETCA RSIER A5 F I LDAP B RIRSS S ERTEFNEPEEET CRLEUE,
FHEEBOHEP R CRL IEIIIEK,

NETCA & A HEEBEFAERSTEIINEREE, SIEXT NETCA
ABAPEPHTIER. BEESASREHINERNF NETCA & HASIERRIAT SR
IRSZEEIERMEAR R AFISMAIEE,

2.3 R pHIE)EksREE

2.3.1 CPS Ry&hAIAIsKIHER

NETCA & RAT A% CPS BUERFThRA, —BEXIHINAMER. *h7e. BARER
154, NETCA $87E www.cnca.net E& 70, FHISE&HHI CPS &A% 7E NETCA {3
B,

NETCA RIERAIRE . WSERE. NEEHFAEEANNEMESRK, RE
X3 CPS RUEN, E AT EFSREEH NETCA IR E, XMARNIZ
ZERRY. B, HERGESEREEEINEKN.

£ NETCA i&B&f#HY CPS, & SBEHIFRANLE. BREHAER
X3 CPS HTEM. #h7e. ARSHEEHA, HFIHY CPS BN EERAIFIIEESLD
FEATIRES,

2.3.2 IEBRYIRHRIEEIRZR

MAEBEZEMING, NETCA 7£ 4 /N RBIZEBEI SRS EE,
PR LAEEBEREPLMEIRER NETCA ERANES.

NETCA B BR A A RS TIEENEEEMNECH R M EHIIEFTIERE
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2. WJPMEETT A7 NETCA f9 LDAP fRSSEREEERIEEE L&, TEHE
FIER.

2.3.3 CRL MUATMEISSEE

NETCA STESHURERSBETRE, SR8 CRLIATE NETCA K
LDAP JRS3 S8 shig RS S s, WE-BREEREs, SRMREBREA
B3 CRLATIVSAIBERE 24 /NS, FERENT, XITRMLSHT
BRI CRLBHSATE 24 MNIREFEE—R, WFRB CA TUBEBREL
CRL BKATE—FRRERSE R

BT OCSP iy, BRETUSHEBABNMEEEBRTS, SIFEH.
ETSFEEREE. SRS, EEEERE, NETCAIETLUREeR
BRSS, MISTEROEBAR. NG, Hi/AUMIEER, NETCA SIRIRAETS
BRI TRS BRE.

2.4 IHEEaBIaEE]

NETCA ZEERiL ERASEEEANAREE. BREH L
iHERE, MREREENA NETCA TIEARABURE. (SHNMES NETCA 74
RIHIEEEER, ERT NETCA TEXERE B ISR E R TS BRI,
LR RESESE T P A ETES NETCA RERIEHIISEEE

S+F NETCA %789 CPS. CRLANREBISE, T ARREBKES TR
SRRHIHHT RiEiiE,

%6 3 B BHhtRR5 =

3.1 &

I BIE 281 (GB/T 20518-2018 {SEZRERA N{PEMISHE 2]
FUFHE). (GM/T 0015-2023 FHFIEPIER) HEXR, FEFERERTR
B. BRI BHESEEM (Subject), BRIERIRRZEBHIEES, XL
F AR AR X.501 B9FR5I4 (Distinguished Name,&#R DN) 75z,
DN BES AU TEDSHEES

o C, Ex
S, FifEE. mEHFTEKX
L, btk
0, B8R
OU, AL TRIEN IS
CN, FRBZFR
E, EBFHRHEF
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RERE2£E8 DN BEERRHE 2E TR,

3.1.1 HFREFIED CN HEERR
FEEIEP CN BUES T

WS | EBXE CN EY{Er=

T | DALES | NAEREARRES, B SEMAIIRIERRRER

(1) HUE: RLANMEEFR (SHE I EARE—E)
B &R, EA LIS SEMATIFRTRRERGNRAOEAHA
(EE

(2) TP A: BPAIES

2 | HEHES

3 | igsiEs fE&. P ik, FF R E SRR (S IEERT

[REEEEHIRTIR /B TR, S RIF—E)
Hused

4 o ENANEBEAERERK

3.1.2 DN iRBB&ER

(1) DN w/ageRRFtmR] PR S M EEFTERIRSEIL/ZBFR. WSS
FR;

(2) R FIREFRABEME—HRRZSWISLIK;

(3) MEESERZFR. BBFHRFE. HHEESR, W—FRRZMSLK;

(4) MMFRMNAIES, DN s O IR,

3.2 {IIaEHATEIA

3.2.1 iERBHBRTAANGE

ESEBERTAE SN FERZRERERERIBEASE S FEMAEXT N
B9FASE. £ NETCA iEBRSBAERF, FABERFmER, IEBEKEEFE
BSREFAERTHHEER, CA BEMAAHERIEXNER.

NETCA EXIEBHRIEAZEREECHIFAR, Eitt, IEBEHRBAMIEEFA
PEOE—FEE.

3.2.2 SRIBRIRHIA

NETCA BiTiEBERiEE IR AIEMEE A TURBGERRIEEES. NETCA
BES EX EEZER AT EN SO RY, SE S R EEZH 2R,
BN E=AEEEIRSIRS, SHEBIEHRE NETCA IAEHIER SRR

> QRN AR CAE O FPARIERIE, CN ATREAEARIE .
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ENERNSD EFRSSFER. S1209K, @Y NETCA thFEXIEIH AR
HER SRRSO HITIRIA, BMEZNERBFHEAOE RS, AN
KRESHH, EIZEEZENSMDIEEXYE (BIFERRTEMIE. FREER
CEMDIERERD), BIABNKERNELSY.
NEATFEBEREINNERER (EBEFERUEBEINERREE).
—A&EEM NETCA 5 NETCA A9 RA IR T ERIH T B0 BN IEIA
1. HMNSHER. TMEMIHFSIHENEREEREBER (88). 8
ROIEHAISEBIN T :
m EER
S EBRNGEAILES
HESRAMEAZCIE
EOIER R AIENCIER
BUFFIESZ
m HhERuEHSF
2. ZHASHIBERS. S ABREMIHFSHIHFNEREERAIER
(B8). BXOEEHIEENT:
m Sk
FAZX
PER
EIEZN3
ZEANSDIUERA
m HtEMSDIERER
3. IRRUIEER. RITHAITARSEEARALAREE (BIEFVIREEIE.
RIS, BEBEELN) REEMRBBER (88) /B804t (88) /151
& (3B).
NETCA FEARBRIBEANSHESBIHEH A, NITEIRIT IS,
BATEIRA MR MMNE A, NETCA BEEPRiERSDIBIES P F LR,
HEREARHRIRBETREENRFNEEN, EE8EinER, BiEAL
SRR ARG A S E FE FRRFRRERRS i, BN, BOEZATIEY.
NETCA ¢ NETCA #9 RA I BB ARTAAELENER T, KR
HEE. S ERFEHTRIEST (BiEKEZLRINEE. F=HFa8uE.
BEMiGIRE) SETFPSMHRESE/ IP it EEE, RisiWaahEe
B EZEANATTIEIINS.
T L2 P, EB O EKES T RIS A RRISE=550E, NETCA
—RABEHITRINS D EEEHAIA.
XF L1 FUEH, MRS RIESS, HEZREXRBKEREAEITRIIN
BEICHIA.
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3.2.3 NABIBHREEIA
NETCA BT iF B RiEE IR HIBEM IS UIREBUE P RiEEEE. NETCA
BT LA T —Fa SFHIEIR A RSEHANASD, XEHREFERRET:

o MEXHESEZEWIFBENASHIIEY

® TELLEHIZ

o BRI EIE

o EIFE=HEEHIRENIRS (HlNEELARSMIESBEARSHOE)
o SEAEN

o SRISIUE

o FHISE

e HEiAa)

® Elfth NETCA A ATELRIAE

NATFEBEREEINNIERERE (EBRFEFIUEBEINEBREE.
—REER T, NABRBEEMNBE NETCA 8iH RA IR TSR TEMEZ
KA
1. PABBER. TABREDIHFSHIHFREREERRIER (88).
BROEHHAIZERIINT
=yl
FAOZX
Rkl
[BZUE
ZEANSDIERA
m HtEMESMDIEEER
NETCA THIAARIBEARNSHESBIHRHEARFA, NITHRREEIEH.
RAEER RIS, NETCA EIEEPRiEReEIEIES P F LA,
HERIBARBNRBSRIEFENRNERN, Ea8nER, BiEAL
SRR G S ERANFAERE S, BN, BEZATFIES.
NETCA & RA PV BSZBARTIAABVENBER T, REE=AER
HEHRSZEEITPEN, FEAGRSISZERIEETIEIINSE.
NF L2 HFUER, HESMOEZEKRTEHMETIAHMNE =S HZEUE,
NETCA — g A B TEI NS0 BRIZE I
XF L1 HFER, MRERNASD, HEZREXREKEATRIBEITRAN
BEICA.

3.2.4 H#3hA ARYEHBTRIA
NETCA BT HIEERZ BB A A TERBILEBHISEER. NETCA
BRI EXH R RERRISE BRI SDRIHARRMY, BB TS
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R, BB FR=HEREESMRSS, SFRIELIAE NETCA A AESRIERTS
URIBEN RIS H RISTFER. GiRRISTR, METERNARE TIETH
15, W NETCA AT IHWIRAEIE R SRINRAISDEATIA, e
ZHWIREARNE AR PN ADERIER RIS, ARERS O,
BEREEENSMIEAN] Y (BRERRTEMHIE. FRHGEECBMILER
B, ARBUCERINESTSH.

NATEBBREIAIERER (EBEFERIUEBEINERRE).

—hz MM NETCA B NETCA A9 RA 1RELAT BRI TSR ERIZ N HIA

1. HTIENSHER. TWIERLGEOEHEHREMSEREBIEER (38). 8

ROEHRIZSEN T :

Bl
FWEBALEAUES
HEBIREANEICIE
RDAEEI B AIECUES
BURFHESL

Hta3uE

2. ZPABMER. EDABRESMIEHSIEHHNEIMEERHBER (8
H). BROERIZEENT:

Spik

FOZ

iz

EIE213

FEABDUEE

Hith 5 S0 IERE R

3. RAUERR. RITHRTREEENRASZIARLE (BEFTIEEIE.
RIRE. IEERIEFS) REEREEER (88) /EUE (88) /
BIER (88).

4. JHIPFNARISHER. TP PARNERSDIEHEGEIHFERMER
RETEHENINETENERERY 4 (38, RIERSERIEH).
BROEARIZERIN T :

Snik

FOZ

iz

EIE213

FEABDUEE

Hit5 S0 ERE R

NETCA FEANBRIBEARZ D ANBSHELBIREEHTHA, WITHER

PRART RS
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I, EEFERINEZTMIES, NETCA SEIEBRIERENERES]
T LABA7R.

EHBARHHNBRBEHEREIRTNERN, IEESHiNEE, HiEAL
SRR EM S4B ERRIFENERN 4, &N, BHOFERATFE.,

NETCA B NETCA AY RA B9V SZIBAREANBUERIBER T, REE
RS, SOEERGHEERIEST (BEKEERLRGEE. B=5FaidE.
HERIGIEE) E£ETFPEMRERRR IP tiflEEEHEE, Bisiieai
AR RREE TIFRINS.

T L2 FIES, ESMEREKMT MG HHNSE=5EUE, NETCA
—RRAFHATEI NS B AR

3T L1 b, RS RIEHRNIASE, HEZRRRKERRARE
RHINEEITA.

3.2.5 REANNIE

RIS ARBREIES, BRKERBABOHAESES, IBAX 3.2.2, 3.2.3,
3.2. 4 IERREHE AR M, BIUERRREN IR FRIRAISRIAEN. FFRANR
BEEREEMR, Ea. Pl WSS,

NETCA 8¢H RA RN SZEBARBNABVENER T, KNB=5ER
FUERIRS EET P B R BHBAMREIAEN, BIEABREISZERA
EETIFRINS.

3.2.6 AFIIEARTFIER
RERIEFRTZIAY, MTFTAZITFBMOEMRIESR, NETCA —RATFIRIE,

3.2.7 HEGMESRRRBBIRIA
1. RA
® RAFFBEWNFIRTIAREAIE, HEDEZIKIEA 3.2.2 /Y
EKBHT, FHEH NETCA BHTSCHAIERERTHAESD.
® RARJZIEH NETCA iR NIEWVSEEMEREEHE, EKE
BnEEE, Hiz{FE1E NETCA RIfEXME.
2, WEZEAR
® NETCA RS ARVIZE NETCA BiERTE RA HIHERIERR,
o USZHEARMNSDIRT BTSN NEBHBEBENFMEI, B8
/AFFE NETCA RUtBRHIRE.

3.2.8 CA {HHINERER
NETCA j@IS AT REFERNERIE CA & @ISz XIAIE. IER3sPHE,
SEMAEROESEEINERXR, 11 NETCA 55T CA #{7THHEEIAIL,
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FS1E NETCA BIRQus 2070,
NETCA FETHEINERNERERR AR ENONE, WREXEFEZNR
FIBBRNERNREBGSFRIL, AR EIEETERR .

3.2.9 {KEREHEZBRIERK
NETCA 7& L2 =4k CA g5 | A EKIE T3 Bk & NETCA IS
D%, IXEARERER T HIEIZESR N S NETCA BSHISH HEREKRIBY,
NETCA S3KEf Bz NIz P TR EES I, HIREREEFITR
B,

3.3 iEH (FA) EFMERPISHDER]
PRI FPRIBEEFNFIES (BH) i, FBLIBMOHR, FaesT
PREFHIIFE,
NETCA BJLARABUA T AR Z — R EFNEBFAISDH TER]
1. AREBRXEGEZEVIHFERNENBE, WSHFZEY, TH
BXH TR RIS EZ,
2. FRRAAN 3.2 SIpHHIRKIESE,

3.4 EBisHERPRIEHD E5]
A BT RIBEEESLETRR, FELZIBMER, A 8eE5chliitEhY

Wiz

NETCA BJLARABLA T AR Z — R RHIE B PRISDH TR

1. AREBRXEEZEVHINFERRIEEERE, WBhFRZREY, TH
BB TR RIS DR Z,

2. FRRAAN 3.2 SIpHHIRKIESE,

56 4 BB AHRIR(ERE

4.1 iEPERiS

NETCA i&id RA ZIESAAGIERRIB. IEBHRIBAISSRE LARE [N AL
NS HEEMEENAE, ERASHENE AR RS LG EEBATLA
INZELMRAIUE R ERIE. IERRBARRIMERWNES, BNERBIERHRIBE
NEIE,

FRIBARBRE TEREERITFPIYAARES, SRR THREIIHERIAS.
FRIEERIBANEPEBURMES, a5, TENSMHER, B HuURREMER.
HEERFTF=ERAESE.

NETCA ==UE BERIEREN:

1. IEBERIBEAMN_ETEITEDEM NETCA F/E RA $REUFB R SCRFRZEAY
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AP ERIBEERRE, BREEKEFHIER, BT NETCA RITELAR
BRERHBER.

2. FIRAN 3.2 BIpERIEKIRZXINER, R NETCA BcH RA #1TiE
. BHEZINZE,

4.2 iEPERiELIE

4.2.1 B{R®EHZ
NETCA 5iH RA B5iEAN 3.2 HIFRFHIEBRIEHI TR EZ, LK)
HBrIELE.

4.2.2 FBHRIERIEZSIES

NETCA 5¢H RA XEBIISHEFZINERRIE, FHARIKEIEXE A
N, NEEFEZZIEBERIE, FE NETCA RIEBERIFRK,

(HARRERMEBRISIDILIRI L, BiReETERmEXR T PEERIFRRM
£RIFIME, Bk NETCA BiE RA INSHREMERIEERY, BERELIERIRAS
HEXZRRRY, SEHBEEREEZITFMNAIRBIEXK, 5l XTNSHAE
REIRZE, BRimE NETCA EftteiEEKEMRY, NETCA BiH RA BEA
HHEE,

4.2.3 SMEFBERERYEIE

—RRIBER T, NETCA CENEBRBRIRENEHRNTFEE, SHEN5A
TERYRLIERI IR,

NETCA 7o¥FREEIRM B SR HIRYBRIBRERIS TN T, XATIFAEA
SEFOUE BRISAYAL IR AT A,

4.3 FPELR

NETCA SRIEESZ AR RIS HEAE R R ARIBELRE RIES.,

NETCA 5 RA Z B BIE Al ERNLZeERE S NRHITEMIMNEREIREE.
NETCA FEHARIERBRIBRZERIBEKRN RANSMDE, [EXXARBELRER
FH, EEKISEFR, NETCA (AT LN RFICRIRIESERALTFHREZ,
Tt BB EEBEHEZEEMTREREE, W NETCAINNHBEEEFERE
HgEm, BEESRIES, FENERSZHRBENRA, EEEEUHE, BEFE
IEPERIER.

IEREAE, H RAEHEMINGEELE, FENTFSEPLRETTEIRE
SARRPFHFHTIER AR, SBATFET FEZRE. RATLURBIATARS
TR

® UL/ EEEAN
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£ RA S mEXIE SN
FRTEIEA]

RSN

FE T HR{HEA]
HESITFAENAR

4.4 EPIES

4.4.1 {EBRIRT
IEBEKRE, NETCAZIEFHAEI NETCA IEREE,

4.4.2 FFIEBRIGN
RIEARRSERERE, UTNMEI—FERSNT P EZEFITES:

1.

2.
3.
4.

ZPNEERRCR LEF,
TIPSR AIES

TP MR _E T EGZE S
SiTRAENEES.

4.5 ZAXFIIEBAYER

4.5.1 {TPFASAFEBAYER

TP RS TR E S e B RAIFALE. 1T ESEBITEER
DIOZERRITHEE, FTEFTFRIN FEEIREREIIED. 1T RS IUERAT /R
BFEFRBRAEE. NETCA CPS Fi&ERIHMY.

1.

2.
3.

W FFABRERMASIUERS "BERE" (KeyUsage) BUEK, FKi%
MERIRERIEMINRE, HITFBITHIE;

1T FRASBFRIEBRERRAF ST PN AIEK;

W FPEFERIEBO AR MAFASER TR FEZRT, BRIERLATH
B HTEFER, HEEERBEFERSN, NERFEZIERZEY
HEsR#RIERS. i (BEPERHIsMIER. B, 1TPR{ELLFERTA
1H);

VPRSI ERARRTES, FERENG IS EREE LERASBRYIZSS, it
B, WENEREENBER;

U PARARFSERRFIELEM;

WURPTEREEFBALER, RKASA NETCA BRiEHEEFATEXINAY
HFUEH, LIRRELERMIRK.
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4.5.2 (KBt AEBH25RR9ER

IEBARE SR EXT S IEEEEBIINER, IS EEHIEBR T XD
BB, B RIS A HFERES . BIBFPNEREEEIUT=
ANGH:

1. IUBZIUEP N NETCA &%k ;

2. MEZIFBEEEIN;

3. BERIZIFRIREWEE. HiE.

IERBRES5KE NETCA BUtBXIRIERETE, FFRIRARMRREDZE, BE
SECHRZNE, HEB N ARFIERIEIRE.

FERIFF SRR, IEBEKB NS NETCA CPS, BYEESHHIEIES
R ERFIZSAN AR RE RS RKCT FRTH, W FAREIEBEHER
FiZRIERER, AREA aTLUEARRI,

LKA EEREINREELES AN, AILESIHABREREEHIKE
ESHIINEES, AEHERER EAAEHMEEHTINS,

4.6 IEBEH
IEBEFEEASEERPHNLNNE, BEB T A EERAZRIBER T,
INTPER—IKEEREFRRIEIES,

4.6.1 IEBEHRIEH
1. IEPHEREAE NETCA HERIREXRRE, BERESATEEREH
ERIBFVFAREER,
2. W FEERRUCERIRHIEBRIEH RIS,
3. NETCA RUSREREREER AR ZNG IBHEHERE.
IEPEREE EEENERIZIBE.

4.6.2 IEHEFMERALIE

QIENF B EFERT LG THRADR
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NETCARIFATR RBERFENETCARHIRE D IR B TIREWE 5 EINED
ERF, FEiEmIMEE,

TIPSR AET PROESIREEEERER, M) P RIIIEFARIEKMC
R, BYREBEGEEIT X NAEBIREERRS, RIHEEFREAT
INEEFATRAANHEE,

FISEESERNEL LR, FTLARCASKRAFITPEXNENZIE, SRE
BIREHRIFOINAE (A8kE) B1F, BaTFESRES .

6.1.3 2$ARYEE

WP AERBIEREAIERIEIL (PKCS#10) S HEE INLEIENE
L eBBEEBRENETCATHRIERER. (TPIEREREEABHBBIERH
NETCARFRZEINETCARSUERE, MERKF A T LAMNETCAIERETFEHIZIERA
.

NETCARINSARKELEIEERGERIIATE, NEEHRNETCAS KITH/SHEIT
PERBEINETCAUEBEMTT FFIMKETS T,
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6.1.4 BHAKE
NETCARIRSAEZHIRZSAKE R H TR CARSHKE /92048(115;409611
HIRSAZEEART ; NETCARISM2EL ARRZSAIKE R H TR CAEBIKE /925611,
NETCAZEKIT PRIRSARERIZSHIKE ZE /D 1024(3[5, 2048 I HIRSAZ
HxS; NETCAERKITFRISM2E ZHNZREKE /925617, BNRERBERIERATH
.
NETCAEXKFFAFES (EBBRFEZIEBEIMERRE) AT FRIZHENE
DF2048(AIRSAESH, BUREPRRIBEATHLE,
NETCABR#I2048(RSAZANIAIIRCARIGER, FHZE(=RA. NETCABRE!
1024ARSAESANHEFIEPE LR, BINAPERASM2E ZREFIES.

6.1.5 ZAMAE

ENETCAINER R YRR AT NEBRAEVEZRX, WO AEZFINE
A,

NETCARNE B ZSHRTEA THRCA, 1TFIERFICRL,

RAIE B 4B BT ARAFTBY B A2 E P,

PSR EARTRENEZ LIRS, NEREEMIEP A HER. =
K5 BES B FFUE B RARE S RIS D . KEHF T E SARERISEAEEHT
. 1T PRIINEESHR TR EENSE LEXAERHETINE, RIHERRAE
B I EEASE. EX.

BZ 5ihNFIN ABXEEAFERRHIESRERX 509 EFRERRIEY
=i,

6.2 FATRIRIPSERSRIRAVES]

6.2.1 EBIERIRESES
NETCAINER S EREZREREET TATEDm, HEERGE
ExMEARERK.,

6.2.2 FASRRID ISR
NETCARBZ AIZHIRIERETR (BiFE. BiE. &h. k8. =1L,
$488) CABYFALE.
NETCAEAERZR T E B A THIELZIBIR & REKFIRIPCARIFA
. BIEBEESIFIIMIEN (HPMEDARS, NEDRIERFATM) B
HATRASBRIDE], BDEEEFABIEIRD EIRMANERD . HEHEBEARD B
B, HELEEN) "WESE" BEES5LIENERE.

T7RAE BT S IEA R A %41 W



@ P&
IE 8 H A 45 4 V7.0 NET CA

6.2.3 FAIAIEE
NETCARIRFI TR CARIFAEAITIEE, HENSRFPHERHITIEE.
RIBESREXEMNNER, NETCAKITPBRKMCHBEINEZRNHHEE,
HIRSHLZEFIESIAN 4.13 RS, ITFRNSEFAERITER, LURIERE
NI N N

6.2.4 FASAE(R

NETCARFASRIZAN 6.2.2 NEEAXZNALZENTF (WICKHEF
ZRb) |, LERMERE S Z IR R BRIk E.
BRAST 6.2.3 BHEERSSN, NETCARIHTPHFASEHITED.

6.2.5 FA5AYIHY

NETCASHITHRRICAZ SRS HI TN, (REIIRIZIRASL 5.5.2 IEK. B
IFERICARRABAAE, FERFIITEHTHEER,

HAIEEIZREREMENETCASIT PRI, KMCRISSABIEERIRARHT
=7 =N

6.2.6 FAREZRIRRABHNSAISEH
NETCARUIRCARE TR CARIFAER LAEEREIRR P S, LSCIIFASESEMD ;
NETCARIIRCARE TR CARIFAE, BT LA AZIHEHEREBESER IART
RZRSIRIRp, LASCIISRERSFIZ LIRS EE.
WAL EENETCARRHAYR FERL, FEFASBIRANBEFERHEE,
BRI FFABENZE; (EITPIINERASAT LASAZIR FERA, 1TFtEa] R
HEREBEEIB AT ZEDIE SRR,

6.2.7 FASATEZMBIRRPIIRTE
FASAEZ ISR P B LA A R

6.2.8 FATARYELE

NETCARIFASARRIA 6.2.2 RUEHISZUEHTANE, HERIEKRMBIEE
RIFRRMEOS.

ITPRIFARIRFERR FEREERE R, SR HEREEEEEB IARTAY
FIREEIERT, FRIEMPINIDSFES A REREFAR. BN BIDRBEHRER
RORAIRRE T ECE R —E AR BEIR (FLk) .
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6.2.9 FATARYELE

AT IR R R R ZE O RiK HEGR HAGERIN AR/, FATRRT
BERSEEEL (BUEEE) . NETCARSFAEIRAIRAANX 6.2.2 g9=H]
BIVHTIZLE,

FIPRE TRABR AR T TE.

6.2.10 FASHAYEHER

NETCAXYFSERT ERIFASEIHITIHER, SRR FEIIEERAIFAIEI AR
H{FFREED, NETCAIRXMHEBREARTERN. NETCAREAX 6.2.2 A%
HI75 = S SR IR R R AYFASE.

NETCAXTMIT B AYFE 72 Rb e & BE R S DI B iR R TRATEH
8. TP EELLFERIEBINEEINREAER T, AL EEE R R aeREN=
BEFER, B LAERANETCAIRRMATIEREE T ERIMPRINGETRERFAE.

6.3 ZAWHNHEER

6.3.1 258344
NETCAFINETCAIT PN RS ELEBI/EANETCAZ £IETEURHIEN
HARARESE = IEIRES , HEELMEIESENETCAR G HRFE /DS,

6.3.2 PN SIEBRYBNES
—RR BN PRI ESERN A S EIS NASE R EREIHER, BRI EER
TEEBHENEZMNEZER, (BRI SENHEEER.
EESLHRERAEHLZLER T, NETCATLAMSAREZHEXT R
FEFRER,

6.4 FiEsE

6.4.1 RFEEERIF=E

AEEIRIERTANEMAAERIA<S. PINISE, "MESE" HES.

NETCAH "MEDE" HIERHEINEERTE (BUA36.2.2) . ¥iA
RIC<EPINISEREBANETCATE, BEMHIRY, BRMEITEIMETLER.,
NETCAZKEV S ARBGEEINTT FIRIA TR E (S < FIPING:

o RKEFNNF8INFR, MRAERFaEIREMRE;

o hiF. FHEINGFHIHS (10 "&%$H#@\~!" ) Hpk;

® IERBENAFES,

® FEEMIFERAVRZERE;
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o FELAARPEEEPIRKINT RS,
o FEFIFTHINSHPING,

6.4.2 HiEEIRAYRIA
NF MESE , ESEEBETNEFHEEEYIEERPIES.
O<SHIPINBRERNAFASBERAR T BERE. SEEBEHNOSFIPIN—
ARIF AR EH LSRN, B HESREE.
ESUESIENER IR (NZREARERBIOSEHPING) |, BEHEE5

BFE,
NETCATE(HAIRHMRAIME SR aEH BRIER ~, NECEEERITE
B, FHEREFERICR, AXIHREEEEEIIE.

TP R B TiHMEEE DR SR RAIPINBA BB R ks aiahxgE. 2
WIT P EHAEHPINGD,

6.5 I RENFIMER 2=

6.5.1 It RHMMERSHEER

NETCARTEITIANER ARG EEIENE RIS ENETCAN R R4
IPARYER, RERFRUERARSET WENAR T SEEEXLITEN (BERE
TE. . RRENK. BEHFERE) | MRERALTZEIENETRE.

NETCAEF=Fit B ZEERERIFER, HENEHMRESRENRS
. (R4S AE = NEIT BTSSR TR S B eeF .

NETCAITENHNEERWKS OSER/NEEKEEK, MEXWRFEESR
EBEK, RAERrAREREIXLEOS,

NETCARNE=ZAMERAZRAR KB IEZERESLEXE,
HEBBNRLERS.

NETCAEHIE I MBI ERA I TLIFEFISET, LUSNEERARIEK,
R ETEERHER B MZEHIIKIBSE .

NETCATEREEEIFIR &Y, BaBRMAE SR MRS EFMEH I
LABRSIA.

NETCAEHRIE B 5 = AR TEIEITTENAMNE LSRN RYEAT
=R

6.6 EapAHIRAREES]

6.6.1 RFFAIEH
NETCARPANIERZEIXE (BRAZERFMANEBLER) , FEExRIEX
HERRGTE.
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NETCAESRERN /MRS RIMBfAFSISO9001 FEEK, FHBF
ERAGERF NS Z 89 B (RE K.

NETCARS AN ER AERE B EEERERFE TARNEREHRHITZSE
MEERER.

6.6.2 RFteLiHzHl

NETCASHAIER G s EIHB AU EA#N T ATFHERRAHITIESH, FREE
W TIESLHEA R A BERR), INERFHEATHRFHENETCANLE (R2) &K
EREEERSHUE.

NETCATEZ RGN T BRFFRZAIRH A TIONE, BIEUNAIRA
z33,

6.6.3 REEIR=HI

NETCAINERFRIBCEL R AERESCRER, FHIEERIIEEIE
FAREE, SEREAIRGIHIAR. FHEMBSZERE. HENER
FROHIEE. SIEANERFRFRITGES, RRBEAMLRGERENRZE, Bk
RIFANEL,

6.7 PILER S EE

NETCAINERSRIFERBRERNAR, o hFRNXE, S1MXEZ
[BEEAR RISHFOKIERITRIP, HFERENSHERS, ShXEER].
CASRARIHEGEILZ BB (ERAVPNSHE LB EERE, FHRARS
SRINIERA,

NETCARIRZ 2R EHIIGRA. MNRRER, RIFEEHRITER
. AEMEERAREE] IENARTREEEBXEMSEIRE. FHEHXEIRERN
EERKSOSHERNEBRENSREENK, WE4HF ARTEHERXLNO S,

6.8 EFHIEIE

NETCAZECARSZHEPERIIAIRSS 28, ZATIAARSS SRR AR E AR 1]
(UTC) , BEREEMRSHEE.

CARGHIFTERS S SRS BNREARE, FRIRASBFICRT
RS ELR AR,

NETCARIZBEFRIEIEL (DTS) fRSS, FFERFC 31614RtE, HEEA.
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7.1 P

NETCAMUABNERRFS (GB/T 20518-2018 EEZERA NAEMIKHE
HAEBHEILY . (GM/T 0015-20238=FE P8R ) FREEK, HFEFITU-T
X.509F0RFC 5280FEFMNEISE, IFKEoVET B, FHXSEENT E
IM.

7.1.1 [RE2S
UFPBRRASAX.509 V3,

7.1.2 iEBIBIR

NETCAIE BRI ET REE:
#ZHAIE (KeyUsage)
IEBEERE (Certificate Policies)
FAEHRZFR (Subject Alternative Names)
EARPR#| (Basic Constraints)
I FE24AM%E (Extended Key Usage)
IFBEEE5IES &S (CRL Distribution Points)
MANKIZSERAR (Authority Key Identifier)
FRZSEFRAMF (Subject Key Identifier)

o HSEiAE (AuthoritylnfoAccess)

NETCAtH3#5GB/T 20518-2018rAE M B FBIS BFIE BE R E+E
EHFRET R, HSESAPEEXY R, TiRERFSNANERES. BE
M R R IER T AIERRIRS,

R PN ERBEIAREIEFRBIRKHIERY B, NWARIZESZIHIES.,

7.1.3 &% 0ID

Xf F RSA E & E ., NETCA £ 2012 F LA By 18 32 B9 1R 5F A8
SHATWithRSAEncryption ELAEARIUET, HiXZOIDA: 1.2.840.113549.1.1.5,
NETCATE2012F R LAGIR AR ERSHA256WithRSAEncryption & X & &
EH, &£0IDA: 1.2.840.113549.1.1.11,

XFSM2EFRUER, NETCAREZRIREEFASM3WithSM2EZE RIET,
HE%£O0ID/: 1.2.156.10197.1.501,

T HEY RIS S W A
& NETCA ARl RGN B 5 PRI, 10225 VAR E 5 82 P Ve FELRT A 7 PR RT R0 Al R
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SM2EIERNE, RNBFRRAECCHEBEABEEREE, ODA
1.2.840.10045.2.1, RS H, TRRECCHIZAISM2HEIRIZ A AEREE,
HRZOID9: 1.2.156.10197.1.301,

7.1.4 iR
IERERZFRFIMATENB R ZNERAX 3.1 &K, HDNFER.
545, NETCAIUEBNERSZFEARZIRERYT B, EEAEIRSRT B+
LA SUEB EAIEMEXBTMEE, AN Fhpibit, IRSSE8A0IPHBIEY
2.

7.1.5 iEBZAMAE

NETCA RIEERZHREEBIMEXER, MIENEHFIEBIZBERE.
NETCA & &MNEFIERHEEZHRAIEZ (KeyUsage) FERREIERR T LEIAIE
AT ESAR T AR IR, 1T PR IR BRI SR B AT A& 1S HIEL
FUFBHFERTS.

7.1.6 iFHERE OID

UER RIS B IUATEFIEHII/NE T, FEERMRE AR ERFIERR
EEXSFRRRT (OID) LURIEEREM, IEPRRIEOIDRFIER AT IR MIR
SHIERRES. IEPB K RS R T AR BT B RIS ABS BIfE R
BIEEZER, 1T U RERESHERIE PR E A BB AN A EIEFER
W8,

NETCARGIFHEROIDA: 1.3.6.1.4.1.18760.1.105%
1.3.6.1.4.1.18760.20.10.X (E{KITFETR) .

iFHS3% oID i58E
L3 1.3.6.1.4.1.18760.1.10 BHIMARNIERETFL3, OID
& #91.3.6.1.4.1.18760.1.10
1.3.6.1.4.1.18760.20.10.3
L2 1.3.6.1.4.1.18760.20.10.2
L1 1.3.6.1.4.1.18760.20.10.1

JHFEE (EEHEtEFSZEPEINNE) EHEITEE, IEHER
OID¥: 2.16.156.339.1.1.1.2.1 (B%AA) / 2.16.156.339.1.1.2.2.1 GEA).
Hm—ENESERE: 1.3.6.1.4.1.18760.20.10.50,

7.1.7 FREEREFTENRTEFNHEN
FENETCAFMIAMEBRIEBRIEY BRI E ST CPSIRIRIRERF, 27T
FSMENETCA CPSHYURL, MARBTLAGREXNETCARY ( RIEER AR .
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7.2 CRL

NETCARTEICRLEGS (GB/T 20518-2018 ZELeHA ANAEMIZHE
FHFUEBRIEILY . (GM/T 0015-2023%=UEH#&0) &ITU-T X.509, RFC 5280
TNERE.

7.2.1 RS
CRLIRASHIX.509 V2,

7.2.2 CRL #1 CRL &ZB¥ EBIa

NETCAR#RICRLA, & TLATY EI:

® UARNKIZIEIRARF (Authority Key Identifier)

® CRLZHS (CRL Number)

NERBEBHRHAIEINRRE , CRLERBNSE SHEENERY & (Reason
Code) ,

N AN RIS B A REIE MR B X EBAICRLY BaiE CRLEBY B, NIARRLFE
FHiZ CRLEIGIEIE P AR,

7.3 OCSP

NETCARAOCSPIRIHELIERIRSE RS . OCSPIEACRLIGBERIANTE,
R CRUS AR ATRGIERIRSEIGNNGI, F5{ET PR R ATRISREGEFIR
SEE.

NETCATERIEE—MIEBE, HIEEAIOCSPIMEEERGZIUEFHAIOCSPII
[z, NETCA OCSPIRIfFSRFC 6960180, 1BKE al@IThttpAE Y M
NETCAiEROCSPIIA, NETCA OCSPIIR & &IEBAIRE. IRERFHT(LAT
8. MREAREIEER.

NETCAZENGT FFIKE 5 B FrXBXBI R A RS S i a0E R FMUER
FBOCSP,

7.3.1 RE=S
OCSPHrAE S V1,

7.3.2 OCSP ¥ REIh
Z#ENoncel &,

58 8 & IAEHIS I EL BTG
NETCAZZPIRRERHE, FHALUSRRSRIRIPIEER. NETCATES
EREFINERS E S MAANEEFE, ERRESDAERLSHE, &
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ZEBHEFERIIPEANR TP ERARYRI S =SSN EE. RB%=7
RIS R SRR PN EEE B BRI T.

8.1 HiTRYkiE

HITERATIREMEE NETCA RETRIWEHEEXKIEEEHE (F
T ARHERFERZR). (PEARLNEZER). (B HAERSEEE)N.
(ROEERE-FAEASANY, LI (BEFEREFERIEBEINNE) (FERH
BXRWSEHERT) NEXK, KEFREREFAERS WSS, DREFRWSESITRE
o, BEEFEERETEE IR NETCA ST, SEHE. L2508
FiERn, AZIMEEEN. BERSRE. RESPNEER.

8.2 ®HithIe

BT JyNERER L S ERER LT,

HNEBERITEHEENIENEEER ). TEEIIEENE =711k NETCA
EENE =AW B SMNEFNERS S H#HTHIT 51TE, BHitRE. T
PVER ISR E R AR &R JRE.

SRR NETCA BTE4A A RIS, RIS e,
EITEREREALSTESTE. KBRS, AEXIIMATF.

8.3 HItEk I hAYSHER
NETCARNERRITERIAEE—IR, HESFHIT REELENXETE
fih. MNERHIUFHRE RN BRI FHE T SXE TS, 51 &G E TS0k
BN EERUSELINSREENE. ERPRERE. EANEATEE,
NETCARIEZERBFAERS EEEVARNHEES.

8.4 HITELIFHARRIER
NETCARYRBBRERIT I A RERFER AN SFIPKIAKER, #5
EREEELRLEEE), HHNETCAAE (Z2) REEEERAT®.
SRR A RIVR BREEXENE EEER JHE.

8.5 HiTEkiFHA RS NETCA BIXF

NETCARZRERITT ARBREWEITISRTERERR, ANETCAER.

NETCAREBX B IFERI R B ABKRSHWITHMNKRELRERER, TLIZE
NETCAER, BaILIZIENETCAER.

HMERER T EH A A RN ASNETCATH AR TR Z MW SS. WS
ERE ARSI ZIRERIFIE XA,
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8.6 Wit LIRS
NETCARNEBEITEIHME SRR B EELULT:
o AREH
o YIBINERIENTLER
o RFFEMRHEIZTER
o TAEIE
o ZFIRFSATER
o ZEIEEMTE (WEM. CPS. XSiEHIZEAHE)
ERRER FTREITT St T s REE EREN—ER5 .
ExRBAABRSEEN IENANFEFENSEREAHIIRNEXK.

8.7 MEESA ERENATHEHE

NREREEHASEF RIATAEE N ESHFER, NETCAKIRIE
T EHER S HEMSLEM IEREE, FHENETCANLE (R%) RIREEZER
SIERAT.

MTEANZERE, NETCARFSENNSSHHLEER, LOREzES
MZAISZNSEE.

8.8 HITEIFHGERINEES R
NETCARIZERSIMMUERIG R BRHEEREATMEN IR,
BRABEEEMER, NETCA—ERAAFFEHITEIFHESR.

%9 T ZESEMHEBISREM
9.1 #MH

9.1.1 IEBERIEHZA

NETCASHEBHNE R, FH. ZRIKEMEEIKEIRSZH, REBEZRM
EXEEIINNENT, SEMFUEBNRERARER, NETCAREMZER
HFIEBRIEAZE B ERS Y L SRR S A,

9.1.2 IEBERER
NETCAXS A& A ZHEBEFRFMBIE BRI FULE.

9.1.3 IEFBRSERENER
NETCASY & EREREEFRICRLZ M2 N EAERRS.
NETCARJOCSPRRSZFIHE EEHRIEBREEIIIRSZRIEZ PRIIRSS 1Y
ERIHITICER,
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9.1.4 HEMRSEA

NETCARZZRMAARCPSHMER I STEXEBRIBRE THARS.
T EFERTEHIRIIRSS, NETCARYBIEZRRA.

9.1.5 BFREIR

HFUEP—BAR, NETCARIRRIE. BIRFLL.

EWSZEIRES, KMPIBERBERTE, NETCARIERHE, BAT
BB BRI R TR .

9.2 M5HIE
NETCAGRIS ISR 4R RV SSIE FRIB TRISUIERE. NETCARRSE
HRESFIAEIRSS T E B IRNETCAM SRR AR .

9.3 AISSIERHRE

9.3.1 (REHFEHSECEH
NETCATI N (R EREEERRFUTHE:
o ITFHINMAISEM () HHEE,;
NETCAREMRIETWEENER I S IBER;
FrBHIFARER.;
NETCAHIZITEUEINER, UURREEITAERITER;
NETCASI'SREBHMBEIIMER, BiFElitk. EEE8. 8BS
MEFIEIEATHIMY TNE=HBRINER;
NETCAREWSRIBTIIEXRNEITHRS. HiHEREELEEER;
o [RAEAEBANIIE, NETCAIRE NS AhanEET PUEBLMIEHEE
B;
o HEePmmEMHMANREENER.

9.3.2 A EFEZFCHRAMER
LATNSENETCARFINIRZS TS :
o IIPFEER, URIEBRBEE,;
® HNETCAMULERFMAGHEE. SIEEREERE. IEPFEREE.
CPSE(ER.,
PAEEBEARATHER, BUETEERER, HIASRBRAEEEE
FEF IR, NETCARBIBERS(THIF],
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9.3.3 FPFZEEMNHRE

NETCARESRENE, 1T, KEKLAEMEREEEEEEIIENX
EEIEERRENEE.

NETCAHTTIZ BN E ERE HI ELRIRREENETCARNAIA R T Betz
ITNZER, MEEIERBRENAE). FHE, EXFIERERE.

LHNZERNFFEEHTEMRE, ERNETCANFEIREERTREAIM
F(EE, NETCARLHEEEK, WNRXMIEENZITEREAE MBS HIE
EX 55, NETCARRFIR(HE S BRI B F AT ZERE [RIFrERE.
FIARIEEEAE.

LNETCAEERAGEFREEZNEKRT , S ERNER T HIREAI 9.3.1
FRYRE(EERT, NETCARTLURRRI A AN S AR AR ER, EHIESRIA
REXNREER. XMREAEINAER THRENEKRNNS, NETCAEXMR
AIBHEIR{E.

9.4 N AISFARER

9.4.1 IRFARIPHAE

NETCAHIERRAGRIFRES, FTEHRXAR (BfEANETCARHERAR TIEAR.
TP W sETEMNAINESE.

NETCARIEEZREREZMILHE, RITEZERFARIFREE, LSSEZRE
MRIEEK,

9.4.2 {ERISRALIERSR

FANETCAEEINAEIES. CRUAIASERHIZE (BFEKREA) . 1T
FRIEXRERIIEARFAMS R E.

9.4.3 RiFAISFARIEE
FPETEIES. CRLEBANT PERABRIRFAGER.

9.4.4 {FIPISTASRRIE(E
NETCAXIAI 9.4.2 FrFlRIREFASEEITIRIP, BALEHE, RBEZENETCA
BN ARTBEHEMISFASE, ZIHHIKRSNAAE. FiSaiE.

9.4.5 [FRRERNEHSHEE

NETCARFERWSESEEIRERAX 9.4.2 FFINEEIAGEE, BiFTFPSH
R5). B, MRSHER. XYEER, NETCARBEMITFHNNSG, thEE
BETFRIER.
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RER S HHRIEBNAMKENFAEER, EERRFEEER
SNRABRMANFA. FHUBHU CeERIEMEEMER, FEAETANEE.
XA, EER. RMLAERFAMSEERY, NETCAREBRIGERANERRFEE.
TSR, FRIBENAYTE. K5F5RE.

9.4.6 {KiAEKITHIZEFISEIE

IANETCAEEZRRYER. MENEKRT, SEEBRANER TUIIRESRL
9.4.2 PRICFAMSERT, NETCARTLURIRIZAR. MEEGERFIRIIER, HiR
EER AT IERRIRFAGRE. XMIKERREINER T RENERINNS,
NETCAFTZUEIB{HAERAE,

9.4.7 Hf{SEHERR

SRAEREAALETREMERE, EXRNETCARFFEKEMAIRMER,
NETCARTRIERAINEIDNIHITIREE . ANSRIXFMKEEIT /00 RAT AR5 RO =
M55, NETCAREBHITSILAERAVE R T ATHEFAEES RBAIFMEREK. R’
NN/ S S

9.5 R

9.5.1 NETCA BSHABRIANIR~FEB

NETCAZBEFHREBIHEPB AR NETCAIRHHISEREAI— AR, &
EERRTAEN. BRFAFZESFNE,

NETCARITHOERREREHER, LIRNETCARRMAVIRE. R, X,
£, RIS REI—IMA. EirAIEAERTRFSUYETNETCA, XA
IR REERTEEXAISE. CPS. e SUSFERFMZE.

ERENETCATSE PERENER . ITAAREEEANERZIE. (K.
RIENEREE 2 e, EREIESZEAINETCAGRNER. Bir. KB
AJRESZHERERIRIR. Bfr. KB IEEFBIRS.

9.5.2 NETCA {ERE M5 ENR~a9=HE

NETCATEEIRS RSP ERRPER RS, HENRFEMBXEREFM, B
FNRFERUAER MRS, NETCAIRIEE R SIZnRE RN,

1T PGB R AR BBFHRIEE S LENETCAE RIS . IPHbiE,
EREREAEREIERHEBNIAAMEEHIEREX SR TRERIESE=
ARIER, RSIRS. ARRMEEEHIRFNENE, MEARTIEEEN,
BEERE. T EFUBIELAE. AAFRF:. REMAGEERTIEIR
SHfttA.
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9.6 FRiASHEGR

9.6.1 NETCA fifRi&5iB{F

NETCARJIELRANT :
o TEHUENERERIBFINAIER iR B NETCARTAIRIER B NETCAREIR

PRI,

EERERRY, RIERBIENAER, EERPaSESNETCARTILZE!
SR GRIFT—EL

R T REWIERNT P ERINERFRIBIE R EHSEINFREER
B2 EERRRT,

BRETFPROEBRFEACPSHETELRMEX.

BRACPSEIE, MATREHEIERIE, FEACRL,

NETCASEIT FAAE S BRI EANRY, SBERS L IMIEBRIERN
MEFNA FEMERYEEAS

BREPHIEERLEEH.

HERPRASERZ1S5IT FEIIRS Y.

9.6.2 RA HIfFi251B(R
NETCARIRAIBLRINT

°
°
H

RABENETCAFITHRSZENE. RAGEIIEEER, RIEHER
EANIZINETCARIBRS PR AEFI&IE,

FEERZAIETE R RIS A RAAIEERE RARIEIRIRA,
FELMIBIERERBRT, (RIEEBICNFIEZ, EIEBPIMSESRARTKE]
FIEERE—EL

BT RERUEANTERS, IERHSIERHEHSEENFEER
B2 ERR.

BRETPIERFEACPSHIFTELRMERK,

EACPSHIMIE, RATMEEBAURGHEGERRE,

LERMRA SRS ST FPRIRS MY,

9.6.3 iJFHIFRA SR
TTPRYBRINT

FSIEBHATE AHER MARASBIMA TIE—XER, HREITFES
&R, HEEHTERN, IFREEXH (KRBT, #iEkEsiEE)
HEWITFES,

T PEIFASEEEIRIFAYRIP, REBNHARMKIGEITEFAR.

W PETEBBRIEIESENETCARERAIFANFIEEEEELH.

T PIRAHEAENETCAR HRARF HIFSIE PR E &R ELMY.
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o MRFAREA, BATFNREBARERBELTRE. TRERE
REAF RIS RA SiER, BHINETCAERA,

o IJFREACPSHINE, RFIEBATEIENNSEESGZRIERE
Y.

o ITPHIIEBRZIRIESR. JTAREANSHIEBATRIETIRTAERL
5. plan: BEERFRENARTNAIFARATER(ETIES (5
INERAME IR ZRRINE) BiERCRLZEL,

HERPRASERZSISNETCARIIRS Y.

9.6.4 {5 AIFFIZFIIBLR

REARERN T :

® (KT RIERAENETCA CPSLARAMT PUERERRTIEREGR, F 7 #FF1
BHEPRERBER. KBS FRRIEDEEXS N AZEXT AT RE
B,

o (KNS EEHITFPINETRRI, FWERBIER, FIBEENETCAR R
FRERBHEEREN, RIESEHNCRUISETIIBIAS, SRIEPES
TBEXL.

o (KESHMEHITH, FRIPHSEBARCPSHIERE.

9.7 1B{R%AE
NETCAELA T =M1ER FRRET:

1. el

EARTRAEBERT (BERANY 9.16.5 FIEXLEEEN), NETCA A=
£.

2. BEEI

R REARIE AR AT S RPLIERNRIRE KA e ERIBELIRERIFFA.
RERFANMEEREFARFENENHL S A HA .

3. IRAILHE
MREHAREITEHE A T2 B TREX TS RN AR EIERAY, AEITE
ETTER T RBRELIRE. TR FANERS SEPBEFERENRAILE
mMREAIER, BEERRTLUTRE:
® HIFEWNEELEHRERTE. FUIRNEEHN, SEERRTI
&, B ERIER, MEXREESIRERE T ORAYRZSU
FLEEI T NETCAS R RIZIE S,
o TFEIRES IR B AR EMAFSH TIEERF.
® JFPENETCARITRIBATEECIMEREERERAS,

UERREE, KRPEARIHMERITER. ERT.
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9.8 NETCA {E(IH=(EMRERE]
NETCA U ERIEeHE:

o IIHEESITFREZNZMMEEA—H, SEUTFEKESEERK.

® BT NETCAWRE, BUEITFEURES TAERRIBERIRES, S
TP E RIS B IRAK.

® NETCA {¥7E NETCA IEREXHAR MBI LIRKEHRERERIE.

# NETCA &4 CPS, NETCA REZNAAIENIE, 33F—MiEBrIFT
BIEEA (BRFEARRETITA. BBASEKET) NEITHBESE, MBI
PHRBEEIRE, XFPRETT LR NETCA M51. NETCA FEBEHI—DUEFRY
FTBIZIEPRXZIRT ZRBEREZESRES T ZIEBENAIIRS 2 A
A9 10 £,

9.9 ITFHI&IA =T
1T PSSR ERUIEERS, IEIEAHT/EERBSE NETCA =4
R, WET BT MR B RS,

9.9.1 ITPHISESEER

o TRERIFIEHR, FE. TXHETESREARESLEM, & NETCA
BE R ERREN.

o JREHEEETREMETAAMRE. B, BIMBEEIHE. BX
MBS NETCABH RA, LIRERARERFHAZI(IMBALL
A, 158k NETCA B A5 ERIRER.

o JFRMHERNMRER, BREERRTEIR. EE. 1P, BFHHES,
FEHIRICMHMARIRN, &k NETCA siE 5 EZRERN.

9.9.2 {XEIHRINEESEER
® K% NETCA CPS B EMBRRIMRIBKETI XS5, MiEhk NETCA B
Hitt5EZIRERT,
® >REEHZ NETCA CPS RESRBIFMEEIERREITH, MiEsk NETCA B
Hitt5EZIRERT,

o REWIFPHBIHIIINEHMEAGEEEBRRETH, Mgk NETCA
BT ERIRER.
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9.10 BWHABRSZIE

9.10.1 HBHHIR
NETCA CPSE A HtBlER AR, CPSHIGIFMERRRAS K& B,

9.10.2 £&1k
SR ABICPSIER AEXET, [BMRARICPSIEENZLL.

9.10.3 HWHRYLIESIRE
NETCA CPS—BEILE, 1TRPFUKEA RN _ EAZEEZFIAR, B
TR AR ZAIIB R SRR AL

9.11 WS5EN HESSIE
[RAFZE5EZEBEMNGE, SUSFS5EZERIRABHREAIAIGI
(BEEHFERBEFNSH) #HTESHIRE.
SRKIEENIBREEWXI TSR, FRETsiEmE.

9.12 {&iT

9.12.1 (EiTEER

NETCA CPSHNETCAIANIE (%) RIEEEEZRSREERHITHEE, £
ARHMENETCAINIE (%) RIEEBZRSINNEVENRIBLRET. BTG
BMRALENETCAINE (£2) KRBREEBEZRSEME A EINETCARK ih
(www.cnca.net) , FRIXZTIWFAESEAIPEE.

9.12.2 EBEEHFIFIHAR

NETCAINE (%2) REEEZERSBEUFLXICPSIHEEHERAIRE.
WNRCPSHUERUS B ARRIIZ, BIEEFHIR, ENR. EfFL, KREASR.
KREHUTEE, WEEHITIBINEDS.

NETCA CPSEYEHRERENETCARIMLE (www.cnca.net) E2Ah,

FrER e A P EFIRELETTFRICPSIZEITER, = THINAE:

1. EZHERE—ER, WEETE NETCA s5iH RA BiCHIE R RIEE

il

2. BRERNA, WRHHBE LECHtIEAXER

3. XEBANAJREARIBEFESERATUAIE. NETCA tRRTLUGREISE
TR (e-mail) ERTFAIEER, ZEEFHRMEEUETT P EREIERRS
EiE8A,

I HREETHESNEARAF % 57 W


http://www.cnca.net/
http://www.cnca.net/

@ P&
IE 8 H A 45 4 V7.0 NET CA

NETCA CPSHIEFBIEIE. EEMIRMUAEATEIIZERL. 1TFNAEEN
ZRAHZABRTRAERILES, sMAARBSXFMEE. Z5H%(L,

9.12.3  WIR(EM CPS AYIEH:
MERHITFIER, BBANRXICPSHITIER:
o XATHNZRARSIIA, HEWMECPSHERIE
o ARG B X EEMEREEAFREHE
o AEEMAITW, HEMIMBCPSHBERIE
® MACPSHINEETR

9.13 FYIE

SIRNETCASE/RIMZIERSITF. G ZEREFN, MIFEAZ
(B A B RN RR HIRAY RIS RRY, R REE FRSIAILES
PRABIEMERIARIEFLUFATI TR,

9.14 EiEiXiE

NETCA CPSTEE L HEIRERFEITAEFIEMBTIIRRE, TiSIERiTR.
K EER R S R AR R AMERIETR, ACPSEIHIT. MRREFER
IOERAFEEE, SIFERRT (PEARRIEBRFERE) . (PEARH
FIEZELY . (BFALRSEENE) & (BPANERSELREENNEL) &

9.15 SiERAENTEE
NETCARR PN B2 575w RE T EIU T EE R TUAGEN S
&, SEENRT (PEARKNERTESR) . (hEARIERGE).
(BBFINERSEENE) . (BPANERSEREEDE) REREHEEER
TERTBRA. PRI,
BEHOFEATNETCANERSHERR, FRREISERBRR
HOVFE]. Feamit RO SR ARG P i tH A AT AAL,

9.16 —RESK

9.16.1 SEEEHNNEFES

NETCA CPSKNETCARIRERIVSSEEDE. EZ BRI ARENMNETCA
AU, FE25HERSREREIRDN.

9.16.2 HHILHER

ENETCATERAEEURH, MEETRFENTT P42 NETCARY L SSEES,
BT S—RASRISHENARSS ;
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ENETCARBERMERSE AT N IELEIRS, NETCAZTELT PR
ExE, ESHENESCAREPRIRSEA.

9.16.3 HEIESR

ENETCAREE FAIRI ST, ER—RESEAESHEEREEFIED
WAHRRE—FRTHEABRFTHR (BTEMERE) |, ITPIERISHEXRINY
IR EEFHARERL.

9.16.4 IEHIHNITHRS

NETCAEEFANERS55H, RE—ANEGHR—FERMARIERE,
FERERRIX—HNHEEFER SR IRX—T5 WHZ R IER M RS
%,

9.16.5 AT

A, RIEFRERN. FREERHAAFRERRAIZWIER. AR
DRERUMSEHEBEARRE, MR, XLER. Bk, Bam. . K.
3. aXFEAUSR, BALERMSISR. t2RESUSERRETA. 15
ERTIM GBI FTHIBER., (AENTEEN, BUEERTERET, BUikE.
2T, FFH=RESH.

R FANEEIFR, NETCABRTAARANERMEEEE EEEREEDIE
BIRSHY, BAREAATRARFIEME o SE £ RRELIFE. HIAILE
HBEERG (WTF) HMEFHIREFINEE RiEEHTtM=.

AT EERLEEARERZ T ENTRANRTIMNE, I EATRARS
RSt R ERZEIK Y, BMATFSEAESRPITMAT AR
K, IRIERZIERCEATNORIASIIEE. NETCAERTFALESRPAIAR
AR AEA LIRS X FHE, BAI#MREENETCA CPSH,

9.17 HEFEXK

9.17.1 ZHHIERINZE

HNETCA CPSEIMIESHEME. 1ESAEMUEEIRM, &&5578
HIESZNETCA CPSHIZsR, BRIE

® NETCA CPSHIIRE/EEFTELILASEEA;

® Z SR EVEE BERENETCA CPSENR R FARITZHL;

® ZhsSAIIN BRFAIE(LFNETCA CPS,

9.17.2 ZEEFHIM=HE
BRAEBBAE, TSZeBXNRRIATIIEENHEAREE:
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IFP: IEP NETCA B iFRE.

NETCA CPS: NETCA CPS R9RI A NETCA FRA.

TalE: BB ZMBLAE (BEHEEXHFITA) B,

FASH: RNCZBPRLMIMSLINENZRERP, FASBAE A ERSE

NERZZRITR (BEHEEHEITAN) FiB.

o 1A ReZBSRLMAMSCINENERERP, 2RI (B HEE
HEIEAN) B

e NETCA AYFAE: NETCA BIFASERE NETCA BOI7=, iXLeFASHE NETCA

BN ECFER,
® NETCA H9208: NETCA B9 A2 NETCA A7, NETCA S {sfEixX
=N =

9.17.3 IREIMHEH
IEBHRBASITPAEE U TS ICAHIREIRRZLENETCAGHERA:
o InE. . A, BF. BE XKE BEIMEREMNEIE;
o FWARAEMEITICIEATED, FHXENELLRETHINFIE;
o HEEAFIL,
9.17.4 EEEIIREREIA
EETAM AR EEERNEBHE FERIPEIANEPRISAER £, F([

T NETCA BB RIEBRIRN B BT 2R 5 [eAISEMZEE, NETCA. 1TFH
WA XS E BB FAERS £EERIRER.

% 10 & 2SR ER

10.1 REAR
NETCA $HEEEENE-BIT FAIE A A R IR S .

10.1.1 HEREBFEEITPIIRSSSS
1. #FEREE: SFRFEPHNSA. Bl ERREREETERN
Tk, fEA. HHF,

2. HEAEBNA: ETHFIERHNSMANL BFER. INHEENA
HIMAGIER AR, SRR, IEBIRIERMEMN A,

3. IEREHENREHREER  BEEREEN RERTESRHIAIN
. WML, NEFEF.

4. BFNERSIEFAMER: AP RSB ELRS Fa R
PRIZRAE, B IEBEHREW. THEE, TERHERE
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10.1.2 EMEREIRHAIIRSS I
1. BFANERERGER: RESESRES. TP ORS. LDAP,
OCSP. EERSEARZERFIERAIS, WEBEELEEN. #

ERPZAM. RSEME,

2. HAFERIRSPIEMFRIRNAT : BRRIRSS FIEERISERET HIAOE N
FinFa@En e, RS mEMEREEE,. RSRIEREER.
BRWENAERE,

10.2 BR5HL

10.2.1 MERS
NETCA iREBIRS A%, MEGALFEIRIERFNRREK, hEIRAPLE.

10.2.2 7E&IRS
NETCA @i LA T3z /91T PN AR TS IR LRSS -
o BEHEEEN
® IZESCATIE
® TFELKintNED
°

ELANIMERENNES

10.2.3  RABIES
TRIEIRSSINAIZIRE, B NETCA AT NEFIRS AR LITARPLL
I N AR FERTIAIEL,

10.2.4 HEERE
BIgEIE,. WEB Wi, BEM4RFEFSFHAPESAN A EEEFREA
FHRRAE, phEEER, MERS.

10.2.5 IZiFAIE
ERAFPAMIFERE, FiEd WEB WutEFszl, WEMZERFKRRF,
SHOFETEHTICR. RFCENERIS R RIRERAF.

10.2.6 IZ
NETCA al{kiESEFHNAEH TR HIRNSTUBRELITRAS: BF
INERRSEMIMERATNIR. ERRSWE. HAEBNAEARE. BRERHF
Z (FAQ). BHERFME.
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10.3 BRSB[G=
NETCA BUALERRSS. LIRSS, IUARSH EMEIZ D HERFNEE.
ARSSASIENHE 5 K*8 /N\at. MG IRSBINAIANE, AR HEEARSSHIE.,
NETCA X FHRANREFIZEIR aSigfRiazLsl. FEREERRDREC
FORLIER, HUEMRAEEAZF TIENS, FRRIRS AR AT ERIESE M, =ML
RHERHENGAE, IAAREINE P {EREFIEREN,

10.4 EBMNASERSZIFIRSS

10.4.1 FBRBERAS

NETCA EE(RHEERFENBE FANELZEEROITIEED, BFRAAEEE
EL BRS8N ARIRITTRE W SERNE A ANERBFERIRS S
FiRITEEN. NETCA HIFIE BN BARRITEE: IEPBINIRIT. EPRR.
MXERSS. (BRIRS. SEAE. BIRAR. NRREE,

NETCA IEB N AEMFEESE:

o FEIEPRNASCENEIRREINRRE, XIS RFERATRDBEHR, 8S
HE 5SS RGP R RS BF & F1LhE;
FEMBESEEHE, WeERRAREFFRITH;
HEZeEHIRE, BPmARIRE,
SCHEIE B R ARAETE, F TR FAREEH
B AR SR RN ZE IR

10.4.2 EBMAEO

NETCAMEBNAZOAN EENAREES. ZRERRD, EEEEHE
g EEOEAERRSEO.

1. ZEigEERED

FiREREAEOSERS SFnZ DR ENREN BEOMEFmIERN
&R (30: USBKey) BYEREMNAEO.

NETCA RS =imZ DR BFRENAZEOME (GB/T 36322-2018 (52
RERAZIRENRZEONTE).

NETCA ZFIREBNREENAZOMFS (GB/T 35291-2017 58%
ERAEREEIRRRNABZEOME) K (GM/T 0017-2012 EEEEIBHERES
R AR O EEETUAGTE ).

2. EitEREERAR

KRR SHRAEBERLZERARO, NAFE (GB/T 37092-2018(5
BREFAREBERELEEK) 1 (GB/T 39786-2021ERRHFEBNAER
KDY BIEK,

3. BAERRSEO
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NETCA BRAZERSZEO R 7 KEARZ LR &R MKEZONERA
FRlENYE, 1IZIERIRANERIMNEIRE. UERENT. BENEER. SBEIE. IR,
ASRIE AR SRR S5 12 50 8E.

HIBERSRiRAHEOMNZ RS HED. RSSEREMTIZ RS
HFARRDAEN MR E RIS (GB/T 20518-2018 ERZERA AEHE
hithighe FFUEREI) IEEIES.

NETCA iFHB M BiEOfEF 3 Windows, Linux, 10S. Android. f&4{=
INEFESZSTHRSFTER, FHEM C. C#. Java, JavaScript ESZMZEOFE,
BE com A, java AHESHZSIRERS.

10.4.3 iEBRFASERIRSS
NETCA SRR AHR AN BN BEEOERERTIE. SR TEFEGRELUT

ARSS :

o IRMHIIPNARONFAE (BEEFimIIRS:Sm) ;
® FE[IRBENAY;

® EpkEmDemo;

o ERkFA;

o PR AEOFF ARSI ASF,

o hENN FARRIAESSREENE TE.

1044 REHFHERRS
RIBIRS MY AIZIE, NETCARIEIWebsiWebService s\ ERIMNAER
GRS IR T RRSIHEEIRS

o FHFNEEE: Pk, i, FRERESREEBFEENSITOTRS,

o IDIFMEER: RBUFEWS. [HE. SFEBFE. REERIENCR
ERRDHT;

o EFHEERER: REHERVSHEFHRERERER,;

o [RBVEEE: REEmMWISHIRSIELSITES, WNAIERE. RS
BEEE

F=Fo
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iR A. EHEENX RIX

Al. BRIEBIRSS
I RIVE X LAEB AZGERANTFIRSZIRER, IERET B, EXAT:
id-UserCertServiceld OBJECT IDENTIFIER := {136 14171876017 14}
UserCertServiceld ::= UTF8String
UserCertServicelD H=&801aR%, E—abo AAFRSSEEE, H16
FHIRIRENEERY HEX 4Ri31aRk, 2R ARDR{F@, H=3P5H CARR
.

A2, RIFEEHBIRR
I FRIVE X EFEWEFEEERY ID MAFZFRIS—MRR, IERET &,
EMANT:
id-Enterpriselditems OBJECT IDENTIFIER == {136 141187601 15}
Enterpriselditems ::= Identification/tems

Identification/tems o= SEQUENCE SIZE(1..MAX) OF
Identificationltem
Identificationltem ;= SEQUENCE{
type ltemType,

encode IltemValueEncode OPTIONAL,
value ltemValue
}
ltemType := INTEGER
ltemValueEncode := INTEGER
ltemValue ::= OCTET STRING

ltemType FNIE4RE,

ltemValueEncode A%, RIEHHENRIBAT, BIRIEH4SSidmfhdE
Ego

ltemValue fRFIH4SHERIBEE.,

A3. PABBHIRR
I BIREN EFMNAEFEEGH ID MIEZFRNE—MRR, IR,
EMIT:
id-Identifyltems OBJECT IDENTIFIER == {136 1411876017 16}
Identificationltems ::= Identification/tems
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Identificationltems £%& A.2 FJEN. ItemValueEncode iF44RE8 AT,
HRegFERINENLTENRIEAN, FeeERIFREmIEA .

A4. BREBRGEE
HH RIGE M ACIE B EFHBIAGERMYEE (FrEFEBAER) | KT
B, EMXUT:
id-NetcaCertThumbs OBJECT IDENTIFIER ::=
{136141711876017 121}
NetcaCertThumbs ::= SEQUENCE SIZE (1..MAX) OF NetcaCertThumb
NetcaCertThumb ::= SEQUENCE{
algorithm Algorithmldentifier,
thumbValue OCTET STRING

}

algorithm FRRAHEBHIEERE.
thumbValue FRENERH4EERT HASH (&,

A.5. BEZHBRARR

Y FETE X MBS HRNE B EARSHORRZSTUNFR, KB &,
EMANT:

id-CertSubjectAuthentication OBJECT IDENTIFIER ::=

{13614171876016}
CertSubjectAuthentication ::= OBJECT IDENTIFIER

CertSubjectAuthentication IFRAY OID, HEUEH

1.3.6.1.4.1.18760.16.10 Bf, FIKRFAEZLHZAN.
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P E i
NET CA

]

[ B. (i RE&HS

B.1. NETCA Root ClassA
NETCA Root ClassA & NETCA BB A AIEIRSZ R StHY RSA ELEIRAVBFR,

HTERANTHR CA,

IZRARZR CAUEBHNERUN TR, HPZHR CABIH, FBFEAZHR
CAUFRERITFIES:

CAE¥ DN &fR IEBFFS | EREERZBIPKE Ri&
CN = NETCA Root ClassA 01 SHA1RSA 2048bit R G CAET
O = NETCA Certificate Authority
C=CN
CN = NETCA Individual ClassA CA 02 SHA1RSA 2048bit ZERANIES
OU = Individual ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Organization ClassA CA | 03 SHA1RSA 2048bit 25 R LML 5 /WL
OU = Organization ClassA CA AN NIEH
O = NETCA Certificate Authority
C=CN
CN = NETCA Server ClassA CA 04 SHA1RSA 2048bit BER AR
OU = Server ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Secure E-mail ClassA CA | 05 SHA1RSA 2048bit B R 2 A LT IR AR
OU = Secure E-mail ClassA CA +
O = NETCA Certificate Authority
C=CN
CN = NETCA Code Signing ClassA CA | 06 SHA1RSA 2048bit 2 RARI 2 4 E S
OU = Code Signing ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Sub-1 ClassA CA 51 e5 2b 69 ab | SHA1RSA 2048bit % g CAAE P

OU = Sub-1 ClassA CA
O = NETCA Certificate Authority
C=CN

7b 98 1f 6d b0
10 86 21 f6 b2
of

CRLDP, 2R A N/HL
¥ [ % S e

B.2. CCS NETCA Root L3
CCS NETCA Root L3ZNETCAERFINIERS RZFANIRSAEXENEFR, B
BETEARN—RCA, ZAERZRCAEBHEEUMNTE:

® T2 CA KR LS IR RS AW 2, 15 55T NETCA Wb 5 BRI 1 i FORT I 1) — 2 CA.

JTRA BT HSINEARAR
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P E i
NET CA

g

CAiE+# DN &R IEBF5IS | EREEREBPKE Hi&
CN = CCS NETCA Root L3 40 b7 3f b5 71 | SHA256RSA 4096bit ZER G CAIETD
O = NETCA Certificate Authority 74 88 43 49 03
C=CN 83 22 9b 09 95
35
CN = CCS NETCA L3 Individual CA 5f 75 a8 39 7b | SHA256RSA 2048bit ZERA NIUE
O = NETCA Certificate Authority b3 92 59 fc 3a
C=CN cf 08 01 b7 c0
2f
CN = CCS NETCA L3 Organization CA | 4f 06 0d 73 fc | SHA256RSA 2048bit 25 RAURE F5 /B LR
O = NETCA Certificate Authority 17 d9 4a f9 34 AN NIEH
C=CN 4812 75 db 19
1a
CN = CCS NETCA L3 Device CA 53 a4 01 2e 3d | SHA256RSA 2048bit 2R B E
O = NETCA Certificate Authority c9 af a6 05 86
C=CN 2c 8d b8 d0 9d
90
CN = CCS NETCA L3 Sub1 CA 1d 0f 63 8d dc | SHA256RSA 2048bit ZERANNIHLA B &
O = NETCA Certificate Authority 76 e4 ef 87 51 S PR
C=CN 16 ab 01 be 17
85
CN = NETCA L3 Sub2 CA 5f 9e 31 42 6d | SHA256RSA 2048bit BERAN NIV [ %
O = NETCA Certificate Authority e4 ca 52 7c e8 S P ER
C=CN ac dd 1b ce 8d
6d

B.3. CCS NETCA Root L2
CCS NETCA Root L2ENETCAER FINFIRE RFAHIRSAE

AIRAIRIR, H

TEE=1THRCA,
IZE RSB RCAEBIERITE:
CAiE# DN Z¥R IEBFIS | EBRERZBIRKE g
CN = CCS NETCA Root L2 08 bb dc 8a de | SHA256RSA 4096bit R LR CAET
O = NETCA Certificate Authority c¢3 7d 7a 37 9c
C=CN df 92 12 d8 2b
0[5
CN = CCS NETCA L2 Sub1 CA 1c 8f ec 57 bf | SHA256RSA 2048bit BERANIHU 5L 255
O = NETCA Certificate Authority c4 58 ad ff 27 HFPAE$
C=CN 41 7b 8a e9 2f
ea
CN = CCS NETCA L2 Sub2 CA 4a b2 ad 0d b9 | SHA256RSA 2048bit ZERA NIV [ L4555
O = NETCA Certificate Authority 77 ff €3 a3 99 HPER
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