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1.6 EXHES
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PERINAESONEFIES, ANSFIEBHTENR. fEE—RIEHE,
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4. NETCA
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6. WUEE

2 RAIEIE Y 5B — vk 42 www.netca.net 5 www.cnca.net JEZEREIK), RIRER A .
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7. CPS (Certification Practice Statement)
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FHEE, BINEARZTEEE CA RS TR L T 8B RIS
ATENGE, BEFIEREE. HFIEBRSS. IR NA. HFIEPEo3E.
M PIRRAIM I B IEBERESR.

8. CRL (Certificate Revocation List)

FUEPHEEESIZRAVETR. CRL FICRAABERERNHHAZIA Z BUHHEIEE
HEFIEBRNFFS AT P KBS RIS S IE B EIaER,
B CA BHAE R, CRLIBENBFIRAFIIRESR, HFILEBRITIRSE,
ABREREEYIRERE. RITHE. TNXBEEIIRNTIES A HHE. HiEE
HFEPFS, FiRiAsEtEREt RS R sefFfErYIER.

9. OCSP (Online Certificate Status Protocol)
S HINSEIIYAERR, BT SIS EmEsFIE RIS,

10. FEH

BNEZERAILEE. ERHIEBANIWERNEEATFERREERER.
RNAER. ERERER. BN —LT RERRNEF . CRAkRREM
IEAAMN B ENS SR ERXY, SEVSREABEETRISDIE
. M EHTEFBSF AN, KSWNHFEERNALEBREHEECHS
0, FHEREFLEBRHITERZZEHE.

M. HFER

RN HIEH TIZE 52 RIMT ISR LRIE 2 H0E, BEXIEE
A ERVETSEEIR, RLBBASIRRIER AN, BIIERA (FIanRE) #1T
ERERIE,

12. 12
XEHRH TSR AT B AN AR,

13. INEREH
AT IUERBINE A tRRIEEAIES.

14. ZERIEH
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AT IERRE R N RRIEEAIES.

15. DTS ( Digital Time Stamp)
I ERRSSRIEMR. AT AT FREAGRUSTRRER, LOERRE M
TERSBIEAMT A EE XSRS,

16. LDAP (Lightweight Directory Access Protocol)
REREFRDIMNAYEFR, LDAP BTFER. THEFIERBLUREFIES
HisEsIZR (CRL) .

17. OID (Object Identifiers)

SAFRFFRIEFR. OID HEMREER D EFIAT, FRA— 1 EIRK
Z. OID B2—EARDFRIHEHIEL (180"1.3.6.1.4.1.18760") . OID #R/ERY
TENXEH ITU-T (International Telecommunication Union-T: EfREE(SELEE)
¥E7F X.680 (ASN.1), 1Bdl (FODA) HILAMERMRECELRRBERI—MEXT
SRR, FEHAERESERT R TR BENSRIRRR.

18. PKI(Public Key Infrastructure)
NHESAEMIZERIEFR. PKI AFE T BN AT EAR AR ARRII
FHEERIEXRIRR. AR, AR BIERRERFIES.

19. FA$H(Private Key)
B—HABEAT. HEEENERENSZTER, BTFgEHFEE, &/
BRI N A SEIIERYE FICRE S

20. 2A(Public Key)
AILAATHIE R, AT IRIERNAIFATRE BRI, AT LARRINER
., M4, EfERAYRATERFE.

21. BEBIER
SCHZROIEEINEERY. ARSIV, B, EEsEES.

22. URL(Uniform Resource Locator)
S—RIRABEAETR. URL 27 Internet B9 www RSS2 ERTIEERE
BAENFRTGIE.

23. BFER
— TR AEEIRTE, ATERERYS, FIFAHH TIRIFIVEISIRE. 18
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BXA USB #ZOE(E, WALt hFR USB KEY,

24. X.509
X.509 2 ITU HIER X.500 ZFERINENEP— . ERRNBIERE
NT—MEZR,

25. £5
PR PABIE B HEE IR RN

26. ISiE
P BRI EFNERIEE ZIERIREX A THERYES].

27. SM2 §i%
PEERZEEERAMIIMERESARERE X 20 (GB/T 32918 5
BRERAN SM2 BEBZATBEREE) .

28. SM3 §i%
PEERTZEEERAMIERNERL. 20 (GB/T 32905-2016 {58
TEAR SM3 BRERERE) .

29. PKCS#10
IEBIBEKEZEE, BX TIEBERIBEKAIEN, = RFC 2986,

B2 E ERERhSEEEHR

2.1 (E8EE

NETCA SEEE— I IMFHNEERE, TREBFRE. BEMERN SIS
BXHER. NETCA SEERBEIEERRTLUTRA: IEB. CRL, iEFHIRK
BB, NETCA E-GOV CPS &#HURA, LUNRHEER NETCA RAERAHH
5. NETCAUERENERENTE, BAXRFHE NETCA EAAIIERBFIIES
BEEFIZR(CRL), FEITPFIKEG IR NETCA IERERIRIEGIETERIRSIR
SHEEE. 1T ER NETCA Wik www.cnca.net EAMEBEEEL
TEGEB,

NETCA (EEEAS KR AN ARG A HESE BT ENIE Bk s
RER, MEEREL DARA.

NETCA EREBRITAMGEIFIER. CPS 1817, IEPERflEEa@Ea
HESHEARS, XEARHREFS CPS MBEXEEEN—E.

B& NETCA =iE4h, ZIBFAEEE (SEEMH CA 8t RA 4EPR9EHR)
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dhf{E{E#; CPS #1 (88) NETCA {SEESEHAMUMBEENEE,
2.2 INEEER%T

2.2.1 CPS B9%%h
NETCA E-GOV CPS —£2 NETCA 7EMiu4 www.cnca.net LA BEIEBR,
Ko, EeX, BIRTER, FX—UEMHEFIEBRERE. SRR
HEXWEHRIEESERAE, NETCA E-GOV CPS HATh K EXIBEA X
1.5.3%0 1.5.4 B9E. BEEALTAE NETCA Muh www.cnca.net BF,
SHEAEN AR SBITER.

2.2.2 i1 CRL &7

HAERESERINGE, MRITFREERK, NETCA BMABZIERRIAR
RENSEE. NETCA EHiA T CRL UATEEREMEANEIRGHE. EErs=
IEP, IEPBKESEI7E NETCA B9 LDAP RSB 2EEHEES B EM B Eifgk
BIFHF] CRL BX{SE. [FEAT NETCA thi2HtimER OCSP IRSS, PR
ZISI A LA HIRBUE P EFIPRSER.

NETCA RYIER &5 B LDAP HRIRS =5 ERTFEFTIEPEWEF] CRL 24
&, FHRKCHER R CRL 9EIAIEK.

NETCA bR R BEBRFANERSEEIDIIAIEXRER, BIEXT NETCA
ABANEPBH TR, BESASREEEBRYERIF] NETCA & HANIERAYA] =M,
ARSSEEINEREAR R AFISNNAISE4.

NETCATIRIEBR TS ERRFANTE, KIBEWNANAE, BCARFHFE
K. B, ERANEEITEBEN SN SREFHRESEERFGHTEIERE, &
IEREEELEBFRSEERST. BHNEERTEFENTER: WA,
INEHMBMDIRR. BREANESE. BRIERERS.

NETCARTLURIBERE, BCRLELAHMEIEENBFRESEERERP. &
EEXTEENT™ER . SR, N MBMIRR. CRLXE. FERES.

2.3 RTpAE)ESRESR

2.3.1 CPS YA RYIA)EKSR=R
NETCA 35 XATA% CPS BUEFThRA, —EXIHINIANEH. *h5E. JHEEEIR
B, NETCA J&1E www.cnca.net E&%, FHIEHEHHY CPS &F7E NETCA
SEFE,
NETCA RIEFRAHE. WEERE. RMEHEHFAEEINNEMNERK, RE
X3 CPS RUEN, EAMETEFISERGH NETCA I MHRE, XFATRRIZ
2. B8, HERGESEREEENEKN.

7R T RS NIEA PR A R %17 11


http://www.cnca.net/
http://www.cnca.net/
http://www.cnca.net/

) i
T s NET CA
KBRS EE AR SSHN V3.0

£ NETCA i&B&F#HI CPS, BiE RBEHIFEANAS. BAISHEAER
XJ CPS #H{TIEM. #h7e. AEEEEHNRI, Z8IRI CPS RIAMERRAIFIIERE
SLRERPIRT.

2.3.2 IEB Ry A EIEkIREE
HFUEBESAMINE, NETCA 7 4 /IS WEZRIE BRI A RIS EE,
PR UEREEERERLAHEIREN NETCA ERHANIES.
NETCA i&¥ B R AmRESIEENEE EN ST AhEFHIEIERE
B, ITPFAER S aI7E NETCA B9 LDAP RS EEEIEENISRELEA. TEE
FEE,

2.3.3 CRL Ry RdMmIasasE

NETCA ESHUXEERRHIERR, EA&H CRLH AT EI NETCA B
LDAP BRSSEREEENEREMSE. MIEBHHEEaRHE, BIRMNZIEBIRERY
B CRL R TRYERAEIRAET 24 /Y, FAEAEUE, 33T RIREIRSTANE
PIRERT CRL RIKETE 24 /NIFTREFHER—IX, JITRIR CA THIIEBREAY
CRL &RREE—FRREHMER—IK,

#Big OCSP #1), IBEREFLISIRERNBAEE—EBRRE, 8%
ETEMEESRGHE. HRRS. EREEKLUG, NETCA rJLURARH
ARSS, SISERIERER. KRG, FHi/BUBER, NETCA KiRRAER
BB RIZIRS ERE.

2.4 IHSEA0HEEH

NETCA FEERiL E R B SEBXNAREE, BTREHEHITLH
THENE, FRREEAE NETCA TIEARSBURES. 1SX0F0MIRR NETCA 754
BAIEEEE, FER NETCA N ER T B SR E ST S BNSIRET,
LR RESSEBIT P A ERSES NETCA RERIZHIIHSEER.

S3F NETCA &7R#I CPS, CRLABEBRER, T PHIEBEBA TR
SRR T RiEiia,

56 3 & BHatRRE %!

3.1 @&

HT B RIBIE (GB/T 20518-2018 (SERERA NFEMIRNE £
FIEBEIV) . (GM/T 0015-2023 F=iEBiE=l) HEK, FEERER
BE. SREFIERHLEEER(Subject), BNEIMRZIEBHERFST. X
YRR 75 5K X.501 RIERBI4 (Distinguished Name, &R DN)5=.
DN BEEB ST EHEERS
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C, Ex
S, fTEd. METHKX
L, bt
O, AR
OU, HELATHIERI IEHD 2
CN, FREFR
E, EBFHB4
AEHEPZEERT DN NEEFIRHEAS B RATAR, FEMBIER S R
NI ST,

3.1.1 HREFIED CN HEUER
ZREFIED CN BUES T

wmS | EBRB CN EYERR

T | DALER | NAEBERSES, TS SEAIRIERITRRAER

(1) HUE: RANMEEFR (SHBRIE G EARE—E)
B &R, EALSSEMATIFRTRRERGNRAOEAH
(EE

(2) TP A: BPAIES

2 | HHES

f5&, IP ik, FBFHRAEHEUE EASLATRR (S HIEERT

3| WEER | ersesiinmii/ 2. KSEH—5)

R
A f\i‘lftjf B AEBSAVEEBER

3.1.2 DN i{BB&EER

(1) DN #4/ngerRftmRlT PFRESLS e R ERR &ieit/ZBFR. KSR
FR;

(2) BRI AR R RREZ ISR ;

(3) REEEMRFFR. BBTFHFE. HUIEER, W—iRREWSLiK;

(4) MMTANAUEFS, DN s O If,

3.2 IIaEHBTEA

3.2.1 iERBBRTAE S X
BB IE R ArE S S Z IR RiEAEE 5 EMAEXT N
BIFASH. £ NETCA UEBRSBAZRF, FABERFWmER, IEBIEXEEHE
SFTABRITHEFER, CA BEIMAIIAERIEXANES,

P RHUE A FREAE O PARTERITE, CN ATREA AR,
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NETCA BEXIEBHBAZEREBCAIAR, ELt, ERRBEANEERN
HE—FEAE.

3.2.2 HIERISHRTEIA
NETCA BTIEBRIEE IR RIFMEA A TRBUERRIEEES. NETCA
B X E EZER SRR MBSO ANEGRIERY, BB E =5 ERE0E
IRSS, EREBIEIAIAE NETCA A RTEHMNELR S RRET NS ) —RIfsLFE
B9, ERRYSEIR, BT NETCA tBEXRIIHIAIIUMEER I SHIENSH
HATHIA, REZAWARBHHEAGERERE. DEXENEZA N RARRULE
S, BEZEEAENSHIEEXYE (SR ERRTSMIE. FRSEMESD
EBEERL) | ARRICERIESLS ).
—RREIR LA TSR NETCA 8¢ NETCA B9 RA 7B SR R faiA :
1. NS MHEER. TWMEREESIEHFNEMRESERRIBEER (88) .
BRUEHAIZEENT
m B
=\ BRALEAIED
HeEIEAZICIE
RDIERIBTENCIEP
BUFFIESZ
m EhERUEY
2. ZPABMHIBER. D ABREMIHFHIHFNEREERRIER
(B8) . BRI
m SpiE
FAx
1RER
EIEZ13
FEASDIEEA
m HERSMDIEEER
3. FEBGIERR. RITWNRFIRESEERBRALARL (BEFVEEIE.
RIRE. IBESEBIEEAN) REERBER (38) /B0 (38) /
BRE (88) .
NETCA TEARBRIBEANSHESBIRHEARIA, NITHRTTIEH.
EETERT IR S, NETCA S EIEBEBERSMEES | LA,
HRIBEARENRBHREFENRFNERN, MEBRMER, FEAL
RMANRF=SEEMS4 S EBAFRERES S, &N, B EiZATFIE.
NETCA = NETCA 89 RA UV SZEB ARTANBVENBR T, KEEEIE
., SCERFEHTWIEST (BFFE=5FE5E. BEMNIEaSE) 81T

7R T RS NIEA PR A R %20 1T



) i
T s NET CA
KBRS EE AR SSHN V3.0

FPBHRERRR IP tlflEg&SH =R, REWEEG I SZEREET
1FRIN S,

3.2.3 PARISHBIEA
NETCA BTIEBRIEE IR RIFMEA A TRBUERRIEEES. NETCA
B ENEEZERIEBBENASHINERY, SBdE=AEEEREHRS, 5
FBIEHE%E NETCA IARIEEMNEBER A IRIAE N ARNSH, —KERT, ©
ABRISZEMHRMLLTERIZE] NETCA 5iE RA TSN EZRIA
1. PABBEE. PMABYEMDIHFSIHENEREEREBEER (38) .
BROHHRIZEENT
BRIE
FAx
1RER
B ZiE
FEASDIEEA
m HitBMSHIEEER
NETCA TEARBRIBEANSHESBIHREARIA, NITHRTTIEH.
EETERT IR S, NETCA S EIEBEEBERSMEES | LR,
& RBARHRNRBREENRFNEEN, ESEINMEE, AL
RMANRF =SS S EBAFRERES S, &N, B EiZATFIE.
NETCA sH RA I SZFEBARTANBYLENERT, REE=ZHER
HEHIRBSETITFEM, REAGESISZERETTIEINE.

3.2.4 AR ARIBHDTREIA
NETCA BB RIEE IR RIEMEA A TORBUER RIEEES. NETCA
B ENEEZER RS TRV ESHINHERRS, SiEdE=5E55
ESARSS, SEEIERII%E NETCA ARG EMER S T RRET WA SD 258sC
FERN. SIERILK, BTSRRI FRHTIERERE, N NETCA IAFXET
NS ERE RV SHIREZN S DT, EIZT VBRI HESINEAETE
AP N APDBARERERE. DEXNENEZLRARNK RS O Bl
BEEAENSDIEREN S (BFERRTEMIE. PFRIEECSHIEEER) |
AR RIVESIS 4,
—RREIR LA TSR NETCA 8¢ NETCA 9 RA 7B SRR faiA :
1. NS MHEER. TWMBEREEESIEHFNEMRESERRIEER (88) .
BROHHRIZEENT
m B
m BEREAGEANES
B HSFAREAECIE
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m BHIEEBATECIER
BB
m EMhERUEY

2. BPABMBER. EDABREMIHEESIHEFNEREERBIEER (8
B) . BRI T:

m S{piuk

FAaX

1RER

[BZUE

ZEANSDIUERR
m HERS DR

3. FEBGIERR. RITWHRFIRESEERBRALARL (BEFVEEIE.
MG, EEEEEAN) REERPIEER (88) /BZ0Ust (88) /
BINER (88) .

4. IR NMABNSHER. TP N ARNERSHIHFEIHFHNERER
RV ERINET G AZANERRSN A (BE , BRiEREERINSUE),
BRUEHAIZEENT
m S{piuk

FAaX

1RER

[BZUE

ZENSDIUERR

m HERSMDIEEER
NETCA THANBRIBAREDANEHEZBIHEH AN, NEERR

HEEE. RRBERTNIZRMMIEY, NETCA BEIERBRiERTSNEES|

th ¥ AR,

HERIBEARENRBHREFENRFNERN, MEBRMER, FEAL

IRMEEMRFSE IS B EBANFANERRS S, BN, B EZATEL.
NETCA = NETCA 89 RA UV SZEB ARTANBVENBR T, KEEIE

HE., CERFHTRIEAT (BFFE=AFaE. BENLEE) £E1T

PR ERIBR IP #IHFNHEEER, RiETWEESUSSERIGEET

ERIN S5,

3.2.5 iZFANBAIE
IS ARBREILES, RKIERBASORARESS, RAX 3.2.2, 3.23,

3.2 4 MERRERB AR, BB ENIRFANRBIERAEN. FARAYR
BEEREEIR. B, Pl KSZ.
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NETCA 8¢H RA NI SZEARTAABLENBR T, REE=5ER
RIS ERT P SO RBEBAMNREIAEN, BIEAGRGUSZIERRY
EETERIMSS.

3.2.6 AFRIEARTFIER
RERIEFTFIRY, ITFTANETTRESMOIEBIHSE, NETCA —RATIGIIE,

3.2.7 HIZINIES Rk RBBTEIA
1. RA
o RA FTEE\NMR/IIRZANEANE , HEMDEIZIKIEARSL 3.2.2 1Y
FiH T, FrEH NETCA #TsOEREFHARSD.
® RA BEIEH NETCA tRIBNE SERNAREEE, ENKE
BNnEtERE, Hiz(E8E NETCA BUEXHIE.
2. IBZEBAR
° NETCA A AR WUE NETCA 5. EFTE RA HIAIHYERR
o 'FBZEHARNBMDIR T HRFE N NERBRIEERIFRMED, Z:Z‘
/ﬁﬁA NETCA RYTEXHNZE.

3.2.8 CA tHEIAERIR %

NETCA &3 AT ERIEZRIR CA SiEBIIRUAILE. IERRBPOF,
SEMAEROEAEINERNX R WINETCASHEE CA#T TRIERIAL,
&£ NETCA BIRuEH AT,

NETCA fTEH{THRBEINERNEREXEREENAIME, MRERERENR
FIBBRERNREBSSFRIL R, UAREEEESESR T,

3.3 iEP (FR) BIMSKRARISHEL
HAERITFEREERMAES (B99) i, BERBMHER, T
PUEFTHNITE,
NETCA AILARRIA TSR — SR EHHE B RIS M 45
1. AREBRZSFESNHFERNENGRE, USHEEY, TF
B TR RSB =
2. EERMAX 3.2 SHIRIRRIESSE.

3.4 IEBEEERPIISHER]
H{AEPITF BRI, FEZIBMER, 7 8s5chiiEY
NETCA BILARAA T AN —RREEHIER PRISD 3 TES]:
1. AREPRRGEZEINHFELREHEEE, WS hFEzEY, TFH
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BRI THE RS D EZ,
2. EEIRAAN 3.2 BIHHIHREIES A,

56 4 B iEBEas AHIREE

4.1 iFBHEiE

NETCA i&id RA SZIESLRAGIE R RIS, MEBERIBSHSART AR E AN AL
I E EEMEFERILAR, ERASH NS AR RS ESMEE E AT LA
NZELARRIIERERE. IEPRBEARRIEEWNES, BNEREIEBHE
NIEIE,

FRIBANBRE TEXERITFIMEINS, SRR THENERERNAA.
FRIEERIBANEPEBNRMEST, n5. TENSMHER, AT EREER.
PSS EFFEAEREEE(E. NETCA I BRiEREN:

1. IEPEBEAMNN_ETEFTEDEM NETCA Fr/E@ RA SREVABRISEAFNEAY
HFUEBERERIE, ERIEEKEFRIBER, BT NETCA BIELR
FBREFIRZRIBER.

2. REBAN 3.2 BpERIEKIZRNM AR, B NETCA siEH RA #47E
fit. SHERZFIREE.

4.2 JEPERiELIE

4.2.1 Bz
NETCA 5 H RA B5SiRAN 3.2 MRFSIERRIERHITEMEZ, LIS
HBmrIELE.

4.2.2 {FBHRiERIES 5iE4
NETCA 8¢H RA XEBII SN HIZANER RS, FHHAZKEIEXZAM
N, NEEFESZHZIERRIE, FE NETCA RAEPERIBK.
FHAIRERHEBISDIERE, SR EREXTIT FEERITRRM
ERIRIMRE, Btk NETCA BiE RA IMEERMLEEIRIERRY, BRELIERRAS
HEXZERRY, BERBEEARBEEZITFIMEIRSINER, FalBXT XE5ME
REIAE, BRHE NETCA EfEEIEERE4Y, NETCA B RA BIUERH
BRIE, —iRE 2 N TIEH BRI BRIEHREBIIEBRIEE,

4.2.3 S ERISRIRIE
—RRIER T, NETCA MEEIEBERIBRIREIAEE 2 N LR, BiENI5LY
TERISLIRATBR,
NETCA SSIFREEIRAME B S IIERM B ERIBHRES TS, IXATISTEN
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SEAIE BRI HYAL AT A,

4.3 FBER

NETCA SiRIEZEZHNE R RIS EAEERARIBELHE LIES.

NETCA 5 RA Z BB MR ESEZEALHITEBMIANEREIEEE.
NETCA A NIERRISRRERBEKRN RANSMNE, EXARBLAER
IEH, EEKITES, NETCA (AT LN RFICRIBIBSEATFHREZ,
TR B EEBEEZSEMITEEREE, I NETCA ARG EREFERT
%R, BEESKRIEH, FENEZHRBENRA, BEEEEUH, BEMSH
IEPRERIER.

IERE &S, H RA FHEMINGEAME, 8FEMTPBEBLETTIEIRE
FERPHHITIER AN, SERITFET FEZEE. RATTURBLATAR S
XTI

® [k, EHEER]
£ RA 18 EXE S
ERIEEAN

S{SIEAN
EB FHB{A-ERN
HeSITRAOENAR

4.4 EPIES

4.4.1 {EBRYRT
IEBEKRE, NETCA FIEH A% E] NETCA IEHE.

4.4.2 EZEBRIBI
RIEAERWSERERE, LIMEEI—FMERSIT PEZ TS
1. EDAEEBABNCR LEF;
2. WTFSREEEAIES:
3. TR MM EFEIZEEAIES
4. STITPHERIE B

4.5 BSAMFHEPRAYER

4.5.1 1T RFASAFEBRY(ER
TR REES T AP EHeERER N AFAR. ITPEEEZIEHB R
IOEEBRITHEE, FEAITFRIN SR REREFIER. 1P EREFIERR /R
BTERBEEEENM. NETCA E-GOV CPS FI&2f9tY.
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1. ITPFASBERNAGEIERS "BEEE" (KeyUsage) BIEK, K
e RRERIERARE, HITFBITRIE;

2. WTPFRASBFEPRAERNATETT PN AIEK ;

3. ITPEFERIEPNAHRIMAFARR TR FEER, BMRERLITF
HZSOHITRFER, HEEERBEFERN, NERERZERREE
HEsR#iERS. e (B PERHIEHIER. B, TP R=L1EERTA
) ;

4. TTPNREXTEFATBAYES, HRENS BB LEFASERES. it
B, WENERERINHER;

5. PJPARPBERBETIELESD;

6. ITPTEAAEEFBE TSN, NMAZRTE NETCA ERiSREEFASENT RAY
IS, LIRRLERIRE.

4.5.2 {KiB It AIEB 250 ER

IERARE S R EXT S IS EEE BN ER, JLUBSEE R BR T XD
BFRSH, BTN ERIR S HFSZESMY., WIBFRANEREEEIUT=
ANHHE:

1. IBZIEHEA NETCAEX;

2. IEZIEPEEREIA;

3. BERIZIFRIREWEE. EiE.

IERIFTG HE NETCA BUIBX(RIEEIE, BESECHRZNXE, MER
S AP STEE,

FERIE SRR, IERKS SR NETCA E-GOV CPS, @BYBEER
¥ BIEBEA BN RN RS MERERT KT PRITA, W TFAESIE
PR RAANERAER, A LIESERIK.

LKA EEREINREESES AN, JLUESFEBREAEHRIKE
ESHANINZER, ABERER ENABHERHITIIE,

4.6 iEHEM
R EHFEEABENEB PN, SHERHEERT S EARTHER
T, FIPSA— KBRS,

4.6.1 iEBEFRAVER
1. IEPBEEREE NETCA EERIREXFRRE, BEENGTFLZEREH
BRI S ke (E R ;
2. WP EBNRFIRHIEBAERFRS;
3. NETCA RUSRBSE KB A EME IBHEERR.
IR EREE EERERNESIZIER.
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4.6.2 IFBEHFERRILIE

SIEIEREFERA AR ARG

1. TELEHT, 1B NETCA Riuhak NETCA IEBEFIRIHRIE/MEAE, &
1 NETCA IESLIR R B FTERIEE B XS RIEBRIFARFH W IR FRIN
&, B NETCA ZRHFFAVES. ITRFEFRIILEREZE, TR
EHTERIBANER A TRATAI R ATRATH FEGETRIIES.

2. BEH, EMTFREERNAREIEBEFRIERNSMOIAR,
2l NETCA BiH RA BHTIEREH. ESHEHHTIIETIES A
4.2 RIEKERE.
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6.1.5 ZiAMAE
FENETCAINIEAR R HHIZHRIEFMERRE ERHEX, Ho AR T0mn=
A,
NETCAREZZERATE A THRCA, ITFIEPBFICRL,
RARES B 2B B F Rt ARART B BRI F B &84 E,
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ITPHIERERATRHNELZ 2RSS, NEREEETETARER. &
K5 BEB RIS A BRIAKIZS RIS . KET 3T B SRERNEEAEER
E, 1TPRINZEEHRATURAENS CEXEAERHTING, RIEEERAX
IHEZRTTIMBEB AT, B,

B Z SN FE XAV SR AR BB S X 509 R EFRIERAEYT
i,

6.2 FATRPRIPSERIRIRAYEEH

6.2.1 EHSRBIRESIES
NETCAINER S EREREBEES TATNER M, HEBERGS
ExMERRERK,

6.2.2 FASARI D BIETE
NETCARBZ AIZHIRISRER (BiF%Emk. BiE. &0, kE. FLL.
$4E%) CARYFALR.
NETCAERAEZRZRD T EERI AT HIEEZREIK S K E MFIRIPCARIFA
. BIEESESIFIMIEN (HFPMEDRS, NEDFERKXTM) B
HATRASBIDE], EDEEIETABREIR D EIRMANERD, HEEERARD B
B, HZELEEND) "WESE" HEESE5EIIABENEE.

6.2.3 FAHIEE
NETCARIRFI TR CARFASBRHITIEE, HENEZFAAHERHITIT

IR

RIEEZRBERENER, NETCARITPEKMCERIBINEZRXIRIITE,
HIRSMZERIES WA 13RS, TPANERFAHEBRTERE, LRERESR
EIEIN N

6.2.4 FAfAE{R
NETCARIFASEIZAN 6.2 2HEE AR BN ELZENFRF (MICRHBFE
2) . LMERMEIRESRZRDIR S BRI HIIRE.
BRASZ6.2. 3BIERIRSES M, NETCARXHT PHIFASEIR TR,

6.2.5 FATRYIE
NETCASHIHARICAZ AR H TN, (RIFEIRIZARASL 5.5.2 FUEK. B
IFERICAFAAABRIR, AEREFRIEHTHER.
HIEEIZRERIZMENETCASITRRIN, KMCASABIEERIFARRT
= =R

7R T RS NIEA PR A R #4171



) i
T s NET CA
KBRS EE AR SSHN V3.0

6.2.6 FAIATEEIBIRRANSANSH
NETCARJCAFARRTLITERRBRIRPSH, LASCHIRATREED; NETCARICA,
BAIUSAZEECHEREBEETR PARTRIERRRF, LASCIRERENE
IBIREEHEF,
TPALAERNETCAIRMAIEB FERL, EEFMBITENBEFERSSH,
HWRITFRENZR E; BITFRIMEFART S ARBFZRAP. (TP BRIER
FREREBEEE NATREEER SRR,

6.2.7 FAATEEEBIRIRAPBIGRTF
AASRTERE ISR R R AR S I VR

6.2.8 FASARYALE
NETCARIFATRSRAIA 6.2.2 RUIRHIAzUHTAGE, HEXIERMRIEE
RIERRE O,
T PRRABIRFER FEREERE R, B MHEREBEESR AR
EIRREEERT, FERMPINBEGIEN A BEREME. O EBIREEHRR
RURASHELE I ECE R —EREEBaIR (IF1E) .

6.2.9 FATHEOISLE
AR A RN S B M 1R B B R ORI BRI , FASEAG
SERSEEEL (UHE) . NETCARTASSERIRAAY 6.2.2 Hos)
FRTELL,
LR FRASBIR A SR AT

6.2.10 FAHRYERER
NETCAXS|FtEHAIT fERIRASRIETIEER, EIAREFEINERRAPRIBIA R
HiEA&ED, NETCAHRXMEHRERTS/RN. NETCARAEARX 6.2.2 A=
HS TUHEREIRER RRIFATA,
NETCASS T PR EIKIAYEE 72 RLE B BE R S D IR B BRI TRATRH
. TP ILERERINEZINREER T, SbhEEEtRN T sE AR RIS
REAER, WAILUERNETCARRMIAEREE T BRIMIFRINEEHERFAR.

6.3 ZiAMRHEER

6.3.1 25134
NETCAFINETCAIT PRS2 BEEL I BIEINETCAR RIS TEURIEM
AR IRESE = FEIRES, HEELMEINESENETCARFHREFEEDS
&F.
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6.3.2 ZAX SIEFRIBHEE
—RRIER PN EREIM A SEX AP EREIERE .. ZHETRIERE
FBEBERSRMNNZGER, (B ERAREITERFRREE.
ST R EIDERAIEEYY, ML REEAAEHZ2ER T,
NETCATJLAREE R EANY /9% ] P EFNIER.

6.4 BiiEsE

6.4.1 FEERERE
AL EIEIERTALEMARIO<S. PINISE, "MESE" HES.
NETCAR) "MESE" HIEHEMEINERRTE (ZWNAE36.2.2) . Hin
RIO<EPINIDEREBANETCATE, HEMHIRT, HEMITEARET~ERT,
NETCAZESKEVSS AREBGEENT FRIATRNIR B8 < HPING:
o RKERNNFENFR, HRAERFEIREMRE;
HEF. FEMERIRS (0 &%$#@\~!" ) 4Hpk;
MEFBEXNAIFER;
RN ERAIR R,
FeeE S APBERPIRIKINFFRIE,;
AMERRAERIO<SEPING,

6.4.2 HiEEIRAYRIA
NF MEASE , EFEEBETIEEREE SRRt .
A<SHIPINGBREEINAIFABERARZ SRR, SEEBENOSFIPIN—
RR{F AR EHEEELER, FhICHESHETEL.
AESUEHIBNERINER (NS XREARERNASEKPING) |, BHE

BFE.
NETCATE(HTURHMR A E S SR REHEBRRR T, MEIEEIRHITE
M, FHHEREFERICR, FRImREEEIEITE.

PR BT HMEEZDIR S HERAIPINIBRY B B R e b s XS, 3
T P ERERPING,

6.5 T EHIMLER 2=

6.5.1 it BHMEZ SHER
NETCARTEITNER SN IREERIE R EALENETCARI R SR
ARHHR, RERFHPARRE IENARTEEEXEHE (B8R HGR
<. ®HE. RFEML. sMEERS) | LRERGLETREIENETIRES.
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NETCAEF Rt BN RERSRIFIER, FENEHDRSIERS
. (HAHEHPRERAETNETT ETUIER TRES EER T 8EER.

NETCAITEHNEERRKS OSER/NEBREEXK, MELRFEER
BEXR, REEPARERERIXEOL,

NETCAREFRHEMERAZRAR KA IEZERESTEXE,

HEPEBENRBHRST.
NETCAIEHH%‘I'XTM%EH%L TSGR, LAENEESNENRER,
BERAERSR B M Z8AUIXIBS
NETCA?'_ RIS, SREREINARIS MR EEFEHM
LATIA

NETCAEHESIEIR M =S TR EAINE L 2 ERRYBIRLT
.

6.6 “EnpRHAARIEH]

6.6.1 REFAIZH
NETCARSANERRERE (FAZBE~MAEBER) . fFEEXRIIEXIR
TEFIHLE.,
NETCAEKREHRWERa /MBI AIIB /FS1S09001 REER, FESF
ERI A IS SN B RE .
NETCARSANER R E RSB RLREREBEES VRN EREHITLE
HEEEER.

6.6.2 Rtz

NETCARHAIER REm AR EE+ TR RRAH TIES, FRBEE
N ITELMARA A, INERANEAARFHNETCAINE (£2) &K
IREEEZERSAUE.

NETCAELERRFN T ERH R ZBIXIASHTIONE, SEMXARA
AR

6.6.3 R2ETRI=F
NETCAINERARRIEE LUK AENERICRER, FHIEEXNEERE
FFROSENS, SEREIANERRIILIHAE. FIENELEERE. HIEAER
SEGBENE. FIENERFZNEITEE, RERBAMERAEENSTS, B
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NETCAINERSRIFEEBMHENAR, Mo AFRNKE, S MK
[EEREAE RSOERITRIP, FERENEHERS, SHXIEEK,
CASRARIIhEGIER 2 BB (ERAVPNSHE L 2BEMNER, FHRARSE
SHIAIERIA,

NETCARIPIER LT EIREAVIRIGRA. MUKRER, RISEHEHRIIER
. AEMEBHERAREE] IENARTREEEBXEMEIRE. FEXEIRERN
EERKSOSHER/NEBRENSRERK, MR ARERENXLEN
S

o

6.8 HFAIEEE

NETCAZECAR R EPENEIRSES, %A BIRSEE KA EE R~ ERTE
(UTQ), BEBPEENERSFER.

CARRRIFTEIRS S E S BIRSENERLE, (RERAZBFICRE
ERIATE 2 /ERY.

NETCAIRRHEFRI/EB (DTS) BRSS, FFSRFC 3161iRE, BEAT,

£ 7= k8. CRLFIOCSP

7.1 iEB

NETCAMIAHBERES (GB/T 20518-2018 {EEZeHA NAEMIRHE
HAEPELY . (GM/T 0015-2023%==EHI8 ) tREEK, HFEASITU-T
X.509#RFC 5280FEFRMENE, SISAEoINET B, HIFEENT E
Ix.

7.1.1 [RFS
IEBRAS/X.509 V3,

7.1.2 iEBH RBIR

NETCAUEBIFRITREY REE:
AL (KeyUsage)
IFHERE (Certificate Policies)
FREHREFR (Subject Alternative Names)
EHARR# (Basic Constraints)
¥ E=5AAI%X (Extended Key Usage)
IEH YIRS &= (CRL Distribution Points)
AN MIZEERRT (Authority Key Identifier)
FRZEFRRMF (Subject Key Identifier)
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o HUIEEinIE (AuthoritylnfoAccess)

NETCAt32#5GB/T 20518-2018#rAE K B F S HFIEBE N nE+ g
EHTRET R, AXSREPEENYT B, TiRERFPSNANEREH. BE
M R IER T AIEEIRC,

M FEANRIBRABEIEFHRBIRIRFIERY B, NANIZEZ IR,

7.1.3 &% OID
NETCA & B SM3WithSM2 & Z& K IEH , HEH X 0ID 5 :
1.2.156.10197.1.501,
SM2EEANR, NPEMRRNECCHEmMEZ A AEZEBEL, ODA
1.2.840.10045.2.1, NE&#+, FRRECCHIZ ASM2IBEIMS A EZRILEX,
#i£0IDJ9: 1.2.156.10197.1.301,

7.1.4 ZER
IEPERBFRATUAN SRR IVEREAS 3.1 B3XK, HDNET,
75, NETCAMUABNEBRSIFERERBIRY &, EEAHRERBMRY R
AILASSUEBEARNEMEXZFMER, B FhpAtbit, ARSSERATIPHENIEY,
3,

7.1.5 iFBESAME
NETCA iRIEERZBEEBIVEXRER, TISHEHFIERNZERE.
NETCA & &RRIZFUFRHEBEZSHRAIE (Key Usage) HRBAHHIERR T LLEIAIE
B AFFESHE] A FAFH R, 1T PRURER 5 LRI B A EA A A= i85Sk
FIEBHIERTE.

7.1.6 iEHEEE OID

IEPRIEEIEBIUARTEHEF RSN, FEERRMNE AR BRIFIERR
BXXISHIRRAT (OID) LMRIEE#Z{FY. IERREROIDRIEB AT R AR
SHIERRES. IEBERES EEZRE BT A B BRI LASEfRE R
BEEZIER. TP RAERIEAERIER RIS G FIEBUR T RISH R
IE$,

NETCA g9 ifE # %K B OID & : 1.3.6.1.4.1.18760.20.10.2
1.3.6.1.4.1.18760.20.10.50,

S Y RIES W3 A.
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7.1.7 SREEPRERANEEFNEN

ENETCAFMUAMERBAGER RIS BIHPE 8 T CPSEKRISIRERT, BHET
1EMNETCA E-GOV CPSEJURL, MHAHBETLASREXNETCARY (RIIEIEEFBIS5H
FINIEIPSSHIRY

7.2 CRL

NETCARFEICRLIEGS (GB/T 20518-2018 (SEL LA NAEMIZHE
HFUEPEILY . {GM/T 0015-2023%FUEHHET0) RITU-T X.509, RFC 5280
FREE,

7.2.1 [RFS
CRLIRAS/9X.509 V2,

7.2.2 CRL #1 CRL B EIn

NETCAKFRICRLY, & TR EI:

® TARNAIZESARAFF (Authority Key Identifier)

® CRL#EE (CRL Number)

ANEREIEFRRIEIEERYRR, CRLEZBNSE A1EHEERREY & (Reason
Code) .

N PN RIS B A REIE AR B KEBAICRLY BEE CRLEZBY B, NIARELE
FRiZ CRLEESIBIEPAIEGHIRES.

7.3 OCSP

NETCASRFIOCSPIRITELIEBIRESEIAIRSS . OCSPYEACRLAYERANTE,
IRIHLL CRLUR AR ATRSIERIRSEIENE, FHET PR RATABABGERIR
SEE.

NETCATERIEE—MIEBE, HI8ERIOCSPIIRE 4 RIZIEHBHIOCSPIE
Iz, NETCA OCSPIRRAFSRFC 6960f&8zimitE, 1EKE nl@Z httpiA® iy
NETCAiEKOCSPIEAZ, NETCA OCSPIIMN B SIEBRYRE. IREERFHFTIET
B, MNELIEEES.

NETCAZEIGT FFIKER 5 S T REXBI R FE R AR SUITFRIER TR
FHOCSP,

7.3.1 RES
OCSPHRAE A V1,

7.3.2 OCSP ¥{'RIn
SZ#ENoncel &,
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HiT RN TIREMIE NETCA RETRIWEHEEXEIEEEHKE (F
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INIERRSS LSS, LIREFF RIS iSiEH, REFEBERECEEZRLAR NETCA
ANLSSAGE. EEHE. ZERESER, LUIAZIRIBEZENG. RERSRE.
REEZ PRI ERY.

8.2 HithYHE

o AINBERIT S AEREIT.

HMERERITHEEAENIERIEESER]). EERIETRIB=7511Ma NETCA
ZRENBE =SB SR FNERSUSHTHITSHE. FIHRE. Hh
WERBEIHHMGERER ATTHEEER JHE.

REBERITETE NETCA BITARARIIEAEE. TEIESHI TR,
HIHERHREALTESTE. BUARS, FAEXIIMATT.

8.3 HitEIThAYIREE
NETCARNNERERITEIAEE—IR, HESFHIT REELZEHXEITF
fih. ANERHIUFHR B RN RS E T SXE TS, 51 &S E TSR
BEREERUSEINEREENE. ERPRERE. EANEATESE.
NETCARIEZ ERBEFAERS EESD AL TR,

8.4 HiItHITEARRIRR
NETCARIAEBERITEITFAG A RERFER AN SHIPKIAKER, #5%

HREERLZLEEEE), FHENETCANE (£2) KREBRRSED.
HMERER RS A RAVR BREEXEAE EEER JHE.

8.5 HiTEkiFHA RS NETCA B9XF

NETCAREBERIT ARBERSHEITIRITRERR, ANETCAER.

NETCAR X LIF AN AR ABREWITEIRERERR, TLE
NETCAER, BAEILIZIENETCAER.

HMERER TG A RN I SNETCATAHAPRE BTG Z SMILSS . 1455
EREE MR AR S Z IR ERIFIE R R,
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NETCAREREHITE I G T RN S EEUT:
AREE
YIIEINERIR N R E TS
RREWRHEETER
ZIHEE
EFRSITERE
SEIEEME (A, CPS. XUpSizHI&5m)
R ER FREITTEIHME AT TR REE ERES—3BD.
ExRBEFAAERSEEDB IEARANFEEFENRTEREATIRITEK.

8.7 MBS A ERENATEHE
NREFHTEGHETETARPTICEAAESFEERE, NETCAKRIE
EITEHMEIR S HEMSLIEL IEfaE, FHENETCANLE (kf) RBEEER
SEREHAT,
MTEANLZERE, NETCARFSEINSSMIERER, LIRuEzS
MBEAIRZNTSEE.

8.8 HITEIHLGERINEES R
NETCARIZEESIMNERGH I EIHEERCAZI B IR,
BRIBEEEMER, NETCA—EAAFHRITEHITMER.

% 9 E ZERITMETUSTER
9.1 #H

9.1.1 iEPELFEFHZEH
NETCAXHIERIIS &, Eifr. ZHIKENSEWENIRS ZER, RBERM
HEXEEIIMNERNT, SEHFIEBNARMNAER, NETCARR SN
HAIEPBHIR RS RIS EIRS IMNE S IR SR,

9.1.2 iFHB&EiDZEH
NETCAXS & EER EFRFEIEPERA T K Z.

9.1.3 IEBRBERENER
NETCART & ERETREEFRICRLIZ M2 N EANFERRS.
NETCARJOCSPRRSHIE BEFIFNERRSEBRSRIEZ A RIIRS MY
ERIITHLER,
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NETCAGZAR AR CPSHIER W SHEXERIERIE TEIRSS.
SHFEFEREFRIRS, NETCARIIBWENZEH,

9.1.5 IBFNHER
HFTH—EEH, NETCARHIBEE, BRFLR,
RS SEmTES, SMRESRMEEME, NETCARIESE, BRF
EE B S TIEE .

9.2 MSBHIE
NETCA{RIFRIBEHINA DS RN SIEFRBI TRIGAIERE. NETCAIZZE
REETFIANEIRSS =& B IRINETCASHRIRAIG .

9.3 AISEIERIRE

9.3.1 (REHSEHSEEH
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NETCA RERIBHEERERISHIREE,;
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NETCA Biz{T8URINICR, LAIRREEITRIERITER;
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o [RIEAMEBASHIE, NETCA BB HEEET FUEBLIMIEE
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o HEPHEEEMFIFASNREEE.

9.3.2 REREBHERRIER
LATSENETCARFINIRZEHE |
o IFRAHER, URIEBRKER;
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R AEE, NETCAREIEREEAIRFL,
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NETCAREWSREN. TR, RESLAEREREEEEREETEX
FEIBERRERISRE.
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LNZHERFEEHTEMERR, ERNETCAAFEIREEAERI
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EEIgEEOMBAEBERSZO.
1. B REBEO
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INEFREFEZMARRFE, FHEM C. C#. Java, JavaScript EZMzORE,
@i com B, java EHSESTHILSIRMIRS.

10.4.3 FPBRIAERIRES

NETCA AEFESS N AR AR BN A ORERER TE. ERITEEE
BELTIRS:

o RAFBNARONARE (BEEFIRfIIRSESM) ;

¥ 5BASAY;
£eRkE"Demo;
SERFAR
WEP N B O T &5 IR0 A ST,
ThBIN AR S A r e BRI TLE,

1044 REHHEDRS
RIBIRSMYAILAIE, NETCAREIIWebsWebServiceF5 o E A M EE
GHRMHTIRHUU TR SIHERIRS

o HFNEER: NI, i, HERSEEBFPEENSITOTRS,

o IFMIEEER: RAUFEWS. E. FelFE. IEEEsIEIE
ST,
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Bzt A. ERBEEXYT R

Al. BREBIRSS

I RIE X LAE B AZ%RANTFIRSIRER, JEKEY B, EXAT:

/d- UserCertServiceld OBJECT IDENTIFIER ::= {136 14 1 18760 1
14}

UserCertServiceld ::= UTF8String

UserCertServicelD =21k, £—3B72 AHAFPRSSEE, B16 4D
FIHAIBENEAY HEX fRi3H4EL, SO AnREA@, =5 A CATRR
T

U2

=0

-]

A.2. NS BRHRA
I RIE XE TR EFMEEER ID MIFZRIB—MIR, IERET &’
EMXUNT:
Id-Enterpriselditems OBJECT IDENTIFIER := {136 141 18760 1 15}
Enterpriselditems ::= Identification/tems
Identificationltems ::= SEQUENCE SIZE(1..MAX) OF Identificationltem
Identificationltem ::= SEQUENCE{
type ltemType,
encode ItemValueEncode OPTIONAL,
value ItemValue
}
ltemType := INTEGER
ltemValueEncode .= INTEGER
ltemValue ::= OCTET STRING

ltemType FRIE4FEEL,

ltemValueEncode Ji%, FRIHHENRIBHT,, RIRIHFSE3 iR
3.

ltemValue ¥RFIH4SIEBREEE.

A3. MABHBIRIR
W BRIEXE TN AFEMEEER ID MIERFREB—MrR, BB &,
EMXUT:
Id- Identifyltems OBJECT IDENTIFIER ;= {136 141 18760 1 16}
Identificationltems .= Identification/tems
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Identificationltems &% A.2 FRIEN.. ItemValueEncode WH44RI35 T,
RegFERAINENTENRmIEAN, FeeFBIFLErIREo .

A4. BREBRYEE
I RINE X tCE P EHEIRNERHEE GrERidERAER) | JEKHET
B, BMUT:
Id- NetcaCertThumbs OBJECT IDENTIFIER =
{1361411876017 121}
NetcaCertThumbs ;= SEQUENCE SIZE (1..MAX) OF NetcaCertThumb
NetcaCertThumb ::= SEQUENCE{
algorithm Algorithmldentifier,
thumbValue OCTET STRING

/

algorithm FRRANERHEEIRE.
thumbValue FTREHFBM4EEIRY HASH (B,

(& X4 HD
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